
VILLAGE OF DOWNERS GROVE
Report for the Village Council Meeting

SUBJECT: SUBMITTED BY:

Authorization of a Contract for an Integrated Parking Management 
System for Commuter Parking

Nan Newlon
Director of Public Works

SYNOPSIS

A motion is requested authorizing approval of a contract through the National Cooperative Purchasing 
Alliance (NCPA) for an integrated parking management system for commuter parking with 
PassportParking, Inc.

STRATEGIC PLAN ALIGNMENT

The goals for 2015-2017 include Exceptional Municipal Services.

FISCAL IMPACT

Authorization of this contract will reduce the cost of providing this service. 

RECOMMENDATION

Approval on the June 13, 2017 Active Agenda.

BACKGROUND

The Village provides daily fee parking spaces at each of the three commuter rail stations - Belmont, Main 
and Fairview.  To park in these spaces commuters pay $3.00/day, typically at one of 11 pay stations located 
near the stations or parking areas.  In 2013 the Village added a pay-by-phone feature to this program, 
allowing commuters to pay for parking through a mobile app.  Commuters pay a $.50 surcharge when they 
use the pay-by-phone feature.  Under the current agreement, the vendor Passport, retains $.37 of the $.50, 
and the Village receives $.13, from which the Village pays credit card processing fees.  Under the terms of 
the cooperative purchasing agreement, Passport would retain $.25/transaction, or a reduction of 
$.12/transaction, and the Village would receive $.25/transaction. This reduction in cost will enable the 
Village to completely cover the costs of credit card processing. In addition to this change, the Village will 
also work with Passport to reduce credit card processing fees. Because Passport is the current pay-by-phone 
provider, the proposed change will not impact commuters.  

After these changes have been implemented to the pay-by-phone feature staff will be investigating the 
addition of an electronic permit management system. This system will enhance service to permit parkers and 
reduce staff time.    
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National Cooperative Purchasing Alliance 
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Request for Proposal for 
Integrated Parking 

Management System 

RFP No. 26-16 

 
Due: November 3, 2016 at 2:00PM CST 

 
For:  
Region 14 Education Service Center 
1850 Highway 351 
Abilene, Texas 79601 
 
 
 
 
 
From:  
Passport 
427 Tatnall Street, Suite 27927 
Wilmington, DE 19801-2230 
USA 
(704)-837-8066 
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Cover Letter 

 
PassportParking, Inc. (“Passport”) is pleased to present a proposal for a pay by phone 
application for the National Cooperative Purchasing Alliance, Region 14 Education Service 
Center. Passport provides an unparalleled software and management experience to both 
parking customers and municipalities across North America. While others have taken the 
approach of a one-size-fits-all solution, Passport recognizes the significant nuances of 
individual cities and environments. In 2014, Passport developed and deployed the first ever 
private label mobile payment for parking application, ParkOmaha. Since launching 
ParkOmaha, Passport has taken the approach of offering a custom configured application 
with the ease of an off the shelf solution. 
 
Passport currently serves over 250 clients, including Boston, Toronto, and Chicago. Every 
client has access to the same features as every other client and may choose to turn 
features on or off depending on that city’s unique needs. In its experience working with so 
many cities, Passport has a complete understanding of the entire value chain of parking, 
from session initiation to citation payment, and will guide the city to the best suited feature 
set. Passport’s applications, leadership team, implementation process, and programming 
architecture reflect a continued commitment to specialized support for each parking 
operation. 
 
Passport’s technological superiority and attentiveness to customer service has yielded a 
100% municipal client retention rate while maintaining 95% of its contracts on a month to 
month basis. Passport’s clients stick with Passport because of its commitment to creating a 
memorable user experience and constantly seeking and incorporating client feedback into 
the product. 
 
Passport is thrilled to have the opportunity to partner with the NCPA and deliver its world-
class product to the Region 14 Education Service Center. Please review the following 
proposal and do not hesitate to reach out to me with any questions or clarifications related 
to this proposal.  
 
Best Wishes,  

 
Khristian Gutierrez 
CBDO, Passport 
Khristian.Gutierrez@passportinc.com 
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Signature Form  
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NCPA Administration Agreement 

 

November 14, 2016

November 14, 2016
05-20
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Vendor Questionnaire 
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Vendor Profile 

      

 
Passport’s founding was the culmination of the lifelong entrepreneurial aspiration of Bob 
Youakim. After college, Bob was working with Wells Fargo in Charlotte, NC where he had 
daily interaction (and headaches) with the bank’s parking payment stations. Bob also 
realized the inefficiencies of the parking industry given that he was able to get away without 
paying for his parking for weeks at a time. Upon discussion with people in the parking 
industry, Bob quickly realized that the industry was ripe for disruption and that there were 
ways to incentivize both the client and end user to drive the industry forward. 
 
In the summer of 2011, Khristian Gutierrez, a co-worker of Bob’s at Wells Fargo’s New York 
office, left the bank to join Bob as a managing partner at Passport. Together, they noticed 
that the field of mobile payments software applications had only two main competitors and 
that the applications were often unattractive, plagued with errors, and not well received by 
any users. It was at this time that Passport changed its focus from providing parking 
hardware to building sleek, scalable, and user-friendly mobile payments software for the 
parking industry. 
 
Passport launched its first product, an Interactive Voice Response (“IVR”) mobile payment 
application on NCDOT property, where it was beta tested under the name Alliance Parking. 
The success of this prototype resulted in the formation of Passport’s dedicated software 
engineering team and the hiring of Brad Powers, CTO. Passport made its official debut in 
February 2012 at Startup Riot in Atlanta, GA. 
 
In 2012 Passport won a Mobile Payments contract for the entire city of Asheville, NC. 
Throughout meetings with the city managers, Passport discovered that there was a strong 
demand for city-branded municipal applications. The idea of private label mobile payment 
applications came to fruition and is still a big driver for clients to use Passport’s applications 
across the nation. 
 
In January 2013, Passport closed a deal with the city of Omaha, NE to implement a citation 
enforcement solution and create the base of Passport’s current Citation Management 
Platform. However, by marketing its Private Label capabilities, Passport was also able to 
secure a deal to provide private label mobile payments for the entire city of Omaha. “Park 
Omaha” was born, paving the way for the Private Label Payments product. With a fully 
formed product in the marketplace, Passport filed for incorporation in the state of Delaware. 
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In the fourth quarter of 2013, Passport signed a deal with Chicago Parking Meters to provide 
a private label mobile payments platform for the entire city of Chicago. With this deal also 
came Passport’s Series A funding round of $6MM dollars from Relevance Capital and 
Grotech Ventures. 
 
Following the launch of Chicago, Passport continued to win cities across North America, 
including the largest parking environment on the continent, Toronto, Canada (Green P). 
Passport’s products continue to evolve with the needs and desires of its clients and 
Passport’s suite now includes Mobile Payments for Parking, Citation Management, Digital 
Permitting, and Mobile Ticketing for Transit. 
 
Passport closed its Series B funding round in 2016, receiving an additional $8MM from MK 
Capital in Chicago. With that money, Passport will continue to innovate its current products 
and break into new markets and new verticals to give cities a sole source product for all 
parking and transportation needs. Passport currently employs a team of 58 people, 
performing all engineering in house, and paving the way for the future of parking and transit.  
     

 
DUNS Number:    72254770 
Corporate Office Location:   Wilmington, Delaware 
Number of Sales Offices:  1 
Main Point of Contact:  Khristian Gutierrez, CBDO 
     427 Tatnall Street, Ste. 27927 
     Wilmington, DE 19801 
     (302) 543-2882 
     Khristian.Gutierrez@PassportInc.com 
Standard Terms of Payment: Net 30 
Competitors:    PayByPhone and ParkMobile  
Annual Sales in Last 3 Years: 

Cities/Counties:  $7,500,000.00 
K-12:    0 
Higher Education:  $150,000.00 
Other Gov. Agencies:  $200,000.00  
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What differentiates your company from competitors? 
Through this procurement, the cities in Region 14 Education Service Center are not just 
hiring a vendor, but rather are selecting a technology partner; they are determining who will 
best represent, launch, and accommodate their city as it exists today and in the future. 
Partnering with Passport means access to a team of 30+ in-house engineers, all of whom 
ensure that the cities’ systems will always be at the cutting edge of technology. It also 
means that the city will have an active voice in the development of its own product; 
providing feedback to the current product and working with their own dedicated Client 
Success Manager to ideate innovative new features. Passport is uniquely positioned to best 
represent the NCPA and Region 14 for the following reasons:  

 
Built to Scale 

 
Passport believes in the lean methodologies, building products to best 
accommodate the users and pivoting as necessary with changing and 
growing demand. In order to be successful in that endeavor, Passport has 
built its product, its team, and its processes to scale accordingly.  

 
Product 
Passport’s system processes more than $85MM annually and is built to 
successfully manage more than 2 Billion transactions per year. As the 
City grows, Passport’s system will grow along side of it, preventing any 
lag in the service offering.  
 
Process 
Passport has fine-tuned its team and processes to handle the growth 
of the company and the City’s parking operations. These scalable 
processes are largely responsible for Passport’s seamless 
implementations in the largest parking environments in North America: 
Chicago (36,000 spaces) and Toronto (55,000 spaces).  

Market Leadership 
 

Passport is the only mobile payments company to offer top-of-the line 
platforms across every facet of the parking and transportation industries. In 
addition to a Mobile Payment for Parking solution, Passport has developed 
Citation Management, Digital Permitting, and Mobile Ticketing platforms. 
Because of Passport’s experience developing these platforms, it has a better 
understanding of the nuances of the parking industry than any other mobile 
payment provider. When Passport integrates with other enforcement 
providers, it knows first hand what information will be the most pertinent to 
the officer, it also knows what data to pull that will be most beneficial for the 
City to have access to in Passport’s backend management portal. This 
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breadth and depth of experience in the market is unparalleled and is integral 
to a successful technology partnership.  

 
True Private Label 

 
Passport is the only provider in the market that can provide a true private 
label solution to the participants in Region 14. While most competitors provide 
a skinned application with the City’s colors and logo, Passport’s private label 
application has a unique name, application in the Google Play and Apple App 
stores, dedicated website, colors, logos, and is fully customizable. Passport 
was the first mobile payment provider to deliver a true private label 
application, ParkOmaha in 2013. Since then, Passport has delivered this 
service to municipalities and universities of all different sizes and has even 
created a private label application for a region, including two cities and a state 
university. Even if the City doesn’t opt for a private label application, due to 
the flexibility of Passport’s system, that City will receive a custom configured 
application tailored to their unique needs and wants, without being burdened 
with unnecessary functionality.  
 
Robust Back Office 

 
Implementing a mobile payment for parking solution is more than just 
providing a means for parkers to pay, it is providing data and transparency to 
improve the City’s parking operations. To aid in that, Passport’s platform 
includes a robust back office management and reporting tool that gives the 
City all the necessary tools and data to manage the entire parking ecosystem.  

Management 
Passport’s backend management tool, Operator Management 
(“OpsMan”) is the brain of Passport’s suite of products. From OpsMan, 
the City will have complete access to their parking rates, event 
changes, live monitoring of transactions, extensive reporting, and all 
integrations. If the City wants to add or change a rate or implement a 
temporary event rate, they can do all of that directly within OpsMan.  
 
Reporting 
OpsMan will aggregate all data from the mobile payment system, 
integrated meters, enforcement, and LPR technology. With all of this 
data in one warehouse, the City will be able to run a myriad of reports 
on everything from daily revenue from transactions to the number of 
unique users on any given day. Every report in OpsMan can be 
scheduled to run on a recurring basis, set as specifically as one day or 
as broad as all time, and can be exported to Excel. If there is a report 
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that the City needs that isn’t included in OpsMan already, Passport will 
work with the CIty to develop an ad hoc report.  

 
 
Enhanced Merchant Experience 

 
Paid parking is critical to create turnover, which helps businesses thrive, but 
residents who frequent these local businesses often voice their concerns 
over paying frequently to support these businesses. Passport includes local 
businesses in the parking process by allowing them to pay for their 
customers’ parking. This creates a win-win-win dynamic for all parties 
involved: the City increases parking revenue, the parker is incentivised to shop 
locally, and the business gains another opportunity to reward loyal customers.  
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Describe how your company will market this contract if awarded.  

Marketing Campaign 

 
During the implementation 
process, Passport’s marketing 
team will work closely with the City 
to develop a marketing campaign 
to increase utilization of the new 
parking app. The marketing team 
will begin by gathering information 
related to key demographics and 
channel options. Once that 
information is gathered, Passport 
will deploy one of three 
advertising options below to 
accommodate the launch of the 
mobile application, generating 
maximum market exposure for the 
agency and mobile pay for parking application.  

 
Packages 

LAUNCH BURST 
The first package is designed to get exposure to the application at the time of launch. This 
campaign comes with a three week advertising and public relations campaign designed 
specifically for the City. Most of the advertising will be digital and geared towards early 
adopters and trendsetters. Depending on the unique demographics of the City, Passport will 
specifically select distribution channels to maximize awareness and utilization. Depending 
on the market size, passport will reach 1 million impressions during this time.  
 
SUSTAINED LAUNCH 
The second package will extend beyond the launch date and drive adoption and utilization. 
This campaign is a five week advertising and public relations campaign with both digital 
advertising and street team involvement. A street team will physically walk the streets of the 
City and help parkers download and use the app to pay for parking. This boots-on-the-
ground tactic will help attract parkers who may be hesitant to learn a new application. 
Similar to the other packages, Passport will select distribution channels to maximize 
awareness and utilization throughout the City. During these five weeks, passport will deliver 
2 million impressions, depending on market size.  
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LAUNCH PLUS UTILIZATION 
The final package is very similar to the Sustained Launch package, but this package 
includes a follow up campaign. The initial campaign is five weeks with digital advertising 
and street team involvement, just like with the Sustained Launch package. However, this 
package has an additional three week utilization flight that will occur about six weeks after 
the initial five week flight ends. This package will deliver 5 million impressions, depending 
on market size.  
 

Advertising Channel Components 
Signs 
Passport will provide the City with one street sign 
for every block. The street signs will direct the 
parker on how to download the app, pay via SMS 
message, call an IVR number, or call for 
customer support. If the City desires, the signage 
will also include the City’s logo at no extra 
charge. Passport can also customize the signs in 
the City’s colors at an additional cost.  
 
Decals 
Every meter head and pay station will have a 
decal on it with directions on how to download 
the app, the zone number, and the space 
number (where applicable). These are the 
necessary data that the parker will have to enter 
in order to initiate a parking session and will be 
provided to the City for free.  
 
Digital Advertising 
The digital advertising in each package will 
consist of blog articles placed in native 
advertising and geo-targeted ads running 
through digital ad networks. The advertising will 
be split 80/20 with a concentration on mobile 
advertising. Passport will also target social media 
users with 2 posts per week, a promoted post, 
and geo-targeted install advertising on Twitter 
and Facebook.  
 
Traditional Advertising 
Passport will also reach parkers through 
traditional advertising, such as information and 
educational flyers. Passport will place local 
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newspaper and magazine ads as well, but studies show that digital advertising is a better 
channel to reach early adopters of a mobile application, so any print advertising will be at an 
additional charge.  

 
 
Describe how you intend to introduce NCPA to your company.  
 
To introduce NCPA, Passport will create a custom landing page just for NCPA Region 14 
Education Services Center affiliates. From this page, any City looking to implement the 
mobile payment for parking application will have full access to Passport’s product portfolio, 
including case studies, documentation, and training materials. Cities will also be able to 
schedule demo’s with Passport’s sales team to learn more about the product and how it can 
be configured for that City. Additionally, Passport will host multiple webinars on its product 
and partnership with NCPA and send out mailers and case studies to all NCPA Region 14 
Education Services Center members.  
 
Describe your firm’s capabilities and functionality of your on-line catalog/ordering 
website.  
 
Passport’s Mobile Payment for Parking platform is available in three possible tiers: base 
model, skinned, and true private label. The differences between the tiers centers on the 
front-end design, specifically the name, colors, and URL. All three tiers offer the same 
functionality, which is fully configurable to each unique client. From Passport’s website 
(www.passportinc.com), any potential client will gain a complete understanding of 
Passport’s base model product offering. If a City within Region 14 wishes to purchase 
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Passport’s product, or learn more about the different tiers available, they will can either 
schedule a demo from the website or contact Passport’s sales team directly. The Sales 
team will walk the City through the sales process and will send a contract over to the City 
the same day, if desirable. Once a contract is signed, the City will be assigned a Client 
Success Team made up of a Client Success Manager, Project Manager, and Product 
Support Specialist and begin to implement the product.  
 
Describe your company’s Customer Service Department.  
 
A pillar of the Passport philosophy is to provide excellent and continued support and service 
to its clients. That belief is ingrained in every detail of the partnership between Passport and 
the City, from developing all software in-house, to creating a dedicated team to meet the 
needs of each client for the duration of the relationship. The City’s dedicated Client Success 
Manager (the “CSM”) will be responsible for training and handling enterprise questions for 
the City. The CSM will also train all City administrators on how to use the system, how to 
answer commonly asked questions, how to report issues, and how to get the most out of 
this partnership. After the product launches, the CSM will be the main point of contact for 
the City, sitting on the intersection of operations and software development. Throughout the 
partnership, if there is any feedback that the City wishes to deliver, the CSM will be the 
appropriate channel. 
 
After launch, the CSM will speak with the City on a monthly basis, at a minimum, to fully 
understand the state of affairs. During these calls, the CSM will also impart any roadmap 
updates or new features that may be beneficial to the City. Once a quarter, the CSM will 
conduct a system review with the City to ensure that the product meets or exceeds the 
needs of the City. Passport positions its CSMs to be the best resource for any City not only 
on all things Passport, but all things related to enforcement. 
 
To address any critical problems or triaging any issues, the City will also have access to a 
dedicated Product Support Specialist (the “PSS”). The PSS is trained in solving most 
technical problems that the City may encounter and for any problem that is outside the 
scope of their training, the PSS will liaise with the software engineer that built the system. 
Any issues will be addressed immediately and should be resolved within 24 hours of notice. 
 
Parker Support 

 
Passport supplies a variety of support through the application, website, and and telephone 
support. Parkers will have unlimited access to parking history and self help in the form of 
FAQs through the website and application. Additionally, Passport will provide live agent 
support from 8am-9pm EST Monday-Saturday and 12pm-9pm EST on Sundays. Outside of 
those hours, the parker will be able to call a dedicated call center, which will answer basic 
questions related to the application and flag any more serious issues to be handled by a 
Passport Customer Support representative the next day.  
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Passport strives to create an intuitive application that ought to reduce the number of 
technical support representatives required. As an example, Passport technical support has 
fielded only 75 calls for the City of Victoria, B.C. in the first 10 months of deployment. While 
Passport is able to handle multiple calls at once, this is rarely necessary. 
 
Green Initiatives 

As our business grows, we want to make sure we minimize our impact on the 
Earth’s climate. We are taking every step we can to implement innovative and 
responsible environmental practices throughout NCPA to reduce our carbon footprint, 
reduce waste, energy conservation, ensure efficient computing and much more. To that 
effort we ask respondents to provide their company’s environmental policy and/or 
green initiative.   
 
Passport’s solution is a cloud-hosted SaaS product, which requires no infrastructure to 
function properly. However, Passport understands that most cities are not yet ready to 
switch to a “mobile only environment,” so Passport’s solution is typically implemented in 
conjunction with existing infrastructure. Using both a traditional payment option, such as a 
meter or kiosk, in addition to Passport’s mobile payment solution lessens the amount of 
wear and tear on the Agency’s current infrastructure, extending the time between replacing 
hardware. Implementing mobile payments for parking also cuts out the need for paper 
receipts from kiosks, by pushing all parking data in real time to parking enforcement officers 
and also capturing it in the backend system for future use by Agency administrators. 
 
All receipts and documentation are provided electronically, as emails or within the 
application for review. All agency reporting is also provided in OpsMan, as digital reporting, 
using email updates and pushing information between devices. The Agency will not require 
the use of any paper or related resources to gain the full benefit of this system. 
 
Passport was recently featured in Forbes’s “Clean Technology is Good Business” article (see 
pg. 100). The article looked at the need for businesses and municipalities to focus on 
promoting clean energy solutions as a strategy for growth and providing sustainable options 
to consumers. Passport is committed to providing solutions which create a more sustainable 
mobility environment, while delivering a best in class solution.  
 
Additionally, Passport is committed to improving the world we live in. As such, it 
incorporates environmentally safe practices into its daily operations. Passport maintains a 
recycling program of office paper, hard and soft plastic, glass containers, cardboard boxes, 
and aluminum cans.  
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Vendor Certifications 
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* Please see the appendix for an attached copy of Passport’s most recent SSAE 16 Report. 
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Products and Services/Scope 

Respondent shall perform and provide these products and/or services under the terms 
of this agreement. The supplier shall assist the end user with making a determination of 
their individual needs.  
The following is a list of suggested (but not limited to) categories. List all categories 
along with manufacturer that you are responding with: 

● Payment Options - The mobile payment for parking system must have the 
following payment options: 

○ Mobile Payment System (IVR) Comply.  
○ Pay by mobile application Comply.  
○ Pay by web Comply.  

● Mobile Payment for Parking System (IVR) - The vendor must provide an IVR 
system with the following requirements: 

○ Users can call a toll free or local number. Comply.  
○ The system recognizes the user (account) based on the incoming number. 

Comply.  
○ One account can be associated with multiple landline or cellular phone 

numbers. Comply.  
○ The IVR system must recognize use inputs by touch tones and speech. 

Comply. 
○ The IVR system must have menu options and dialog, including: 

■ Begin parking - One account can hold multiple vehicles (license 
plate numbers). The system must allow the user to choose a vehicle 
if multiple vehicles are on the account. Comply.  

■ Extend parking - The system must have the ability to restrict 
extensions that are beyond the maximum length of stay. The system 
must have the ability to reject purchases on the same block for a set 
amount of time after a maximum purchase. Comply. 

■ Sign up as a new user. Comply.  
○ If the user selects the option to begin parking, the system must: 

■ Prompt for a meter/block/zone ID. Comply.  
■ Query the parking system inventory to confirm that parking is 

permitted at the current time. Comply.  
■ Prompt for the time to park - The system must have the ability to 

impose a minimum time purchase. The system must have the ability 
to restrict purchases to increments of time. The system must reject 
an entry greater than the length of stay. Comply.   

■ Confirm that the purchase is complete. Comply.  
■ Prompt whether to remind the user that the parking session is set to 

expire with an automated SMS or email. Comply.  
■ Prompt the number of minutes before the expiration to send the 

reminder. Comply. 
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○ If the user selects the option to extend parking, the system must: 
■ Verify that there is a currently active parking session. Comply.  
■ Prompt for the time to extend. Comply.  
■ Confirm that the extension is complete. Comply.  
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● Pay by Mobile Application - The vendor must provide smart phone applications 
with the following requirements: 

○ Mobile applications need to support existing and new Android, iOS, 
BlackBerry, and Windows Mobile 7 versions, in addition to a browser 
version. Comply.  

○ Applications can be downloaded from the Android Marketplace or Apple 
Store, or equivalent. Comply.  

○ Applications can be downloaded or redirected from the vendor's website. 
Comply.  

○ Applications can be downloaded or redirected from NCPA’s website. 
Comply.  

○ When a user launches an application, it must: 
■ Prompt the username and password (for registered users). The 

application must have the ability to save the username and 
password to expedite future logins.  Comply.  

■ Provide an interface to sign up as a new user. Comply.  
○ When logging in, the application must have the following options, with 

identical functionality to that of the IVR system: 
■ Begin parking via GPS, QR Code, NFC, or manual entry. Comply.  
■ Extend parking. Comply.  
■ Check account balance. Comply.  
■ Recharge account with credit card on file. Comply.  

○ In addition, the application must also have the following functionality: 
■ Manage account: add, remove, or edit a credit card. Comply.   
■ Manage account: add, remove, or edit a vehicle. Comply.  
■ Manage account: select a primary vehicle. Comply.  
■ Manage account: add funds to the account from a credit card. 

Comply.  
■ Transaction history showing all paid parking sessions by: Date and 

time, Duration, Rate, Total amount, payment method, License plate 
number, Meter/block/zone ID. Comply.  

○ For new or extended parking sessions, the application must: 
■ Remind the customer that the session is about to expire with a push 

notification on the phone. The user must be able to turn this feature 
on or off. Comply.  

○ The application must have industry-level standards to encrypt and secure 
credit card and other personal data. Comply.  

 
Passport will provide a mobile parking application to pay for and extend parking sessions for 
the City. This native application will be available on all Android and iOS smartphones. 
Passport’s app is not supported by Windows or Blackberry operating systems as they only 
account for 3% of the smartphones in the US. However, Blackberry’s newer models do 
support Android applications and are able to run Passport’s applications. 
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To account for those parkers who do not own an Android or Apple device, Passport’s Mobile 
Payment for Parking platform (“MPP”) is also available as a web app. The web app is 
accessible by any device that has access to the internet. To enhance this experience, the 
web application and the payment webpage are both optimized for mobile use. 
 
Passport is currently available in both English and Spanish. Passport's system will 
automatically detect the language settings on the parker’s phone and automatically select 
to run the corresponding version of the application. If the phone’s language is set to 
something other than English or Spanish, the application will default to English.  
 
Passport’s mobile payment platform is the simplest, most robust mobile payment solution 
on the market. As the only provider using progressive profiling for registration, parkers 
register using only information needed at that specific point in the process, in contrast to 
populating an entire profile at sign up. For example, Passport’s platform only requires one 
piece of identifying information (phone number, email, or public Facebook profile) and a 
valid credit or debit card to pay for parking; payment card information is only requested 
once a transaction is initiated, in an effort to streamline the registration and avoid ‘hang ups.’ 
 
Passport understands that most adopters of the system do so as they are about to purchase 
their first parking session, as opposed to planning in advance; therefore, Passport focused 
on making the registration process as quick and easy as possible. With just two clicks, 
Parkers can create their account using their public information on Facebook. Facebook login 
does not give Passport access to any other information or let Passport post to a parker’s 
Facebook account. If a parker registers the first time they use Passport, each subsequent 
subsequent session will only require they enter a four digit pin.    

 

Passport provides parkers with more options to pay for parking than traditional meters, 
which only accept coins, or even smart meters, which only accept credit cards and coins. 
Passport accepts payment in the form of debit and credit cards, a digital wallet, PayPal 
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accounts (including ACH payments), merchant validation, and corporate accounts. Passport 
makes it easy for parkers to use its system, regardless of their current financial situation. 
Additionally, by adding merchant validation to the system, the City is able to incorporate 
local businesses to the parking initiative, further strengthening the community.   

 

After initiating a parking session, the parker is free to go about their day without concern for 
their parking session. When the session is 15 minutes away from expiring, the parker will be 
notified by their phone. Upon receiving this notification the parker has three options: (1) 
return to their car, (2) ignore the notification and risk a ticket, or (3) extend their parking 
remotely. Using the same method that the parker used to initiate the session, the parker 
may easily extend their parking session. The City can control how many times and for how 
long the parker may extend their time, ensuring that this convenience is not abused. The 
parker’s credit or debit card is not charged until the end of the session, meaning that 
extending a parking session only incurs a single charge for the parker and a single 
merchant processing fee for the City.  
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Credit card numbers are encrypted with AES-256 with a rotating encryption key. All 
information is stored in an isolated card storage database per best practices. All transactions 
are tokenized at the point of transaction, meaning that credit card information is encrypted 
from the time a user inputs data into the system. Passport’s server then reads the tokenized 
information and sends the proper data to the merchant processor. Tokenization reduces the 
risk of credit card fraud in the event of a breach since there are no actual credit card 
numbers every stored or transferred in the system. 

Registered parkers will be able to manage their entire account from either the mobile 
application or the Passport website. Passport’s database is housed in a cloud, meaning that 
the parker will have real-time access to their account, regardless of whether they access it 
from the website or application. The parker will log into their account with their phone 
number, email address, or Facebook profile and the 4-digit PIN created at registration. Once 
they have accessed their account, the parker will be able to see their full parking history, 
email receipts to themselves or third parties, change their vehicle, update their payment 
methods, and delete their account.  
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● Pay by Web - The System must provide a website with the following 

requirements: 
○ Participant must have the option to have a customized website (e.g., 

http://www...com/NCPA) or use the participant’s standard website. 
Comply. 

○ Support desktop and mobile browsers. Comply. 
○ When a user launches the website, it must: 

■ Prompt for the username and password (for registered users). The 
website must have the ability to save the username and password 
locally on the device (PC or phone) to expedite future logins. 
Comply. 

■ Provide an interface to sign up as a new users. Comply. 
○ Upon logging in, the website must have the following options, with 

identical functionality to that of the mobile application: 
■ Begin parking. Comply. 
■ Extend parking. Comply. 
■ Check account balance. Comply.  
■ Recharge account with credit card on file. Comply. 
■ Manage account. Comply. 
■ Transaction History. Comply. 

○ The application must have industry-level standards to encrypt and secure 
credit card and other personal data. Comply. 

Passport’s service offering includes a parker-centric, mobile-optimized website, which 
allows registered parkers to manage their entire account and purchase parking. Passport’s 
database is housed in a cloud, meaning that the parker will have real-time access to their 
account, regardless of whether they access it from the website or application. The parker 
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will log into their account with their phone number, email address, or Facebook profile and 
the 4-digit PIN created at registration. Once they have accessed their account, the parker 
will be able to initiate a parking session, see their full parking history, email receipts to 
themselves or third parties, change their vehicle, update their payment methods, and delete 
their account. 

 

 

Credit card numbers are encrypted with AES-256 with a rotating encryption key. All 
information is stored in an isolated card storage database per best practices. All transactions 
are tokenized at the point of transaction, meaning that credit card information is encrypted 
from the time a user inputs data into the system. Passport’s server then reads the tokenized 
information and sends the proper data to the merchant processor. Tokenization reduces the 
risk of credit card fraud in the event of a breach since there are no actual credit card 
numbers every stored or transferred in the system. 
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● Account Management - The system must provide multiple ways for a user to 
manage his or her mobile payment for parking system account. This section 
contains the requirements for account management.  

○ All interfaces for account management must have industry-level 
standards to encrypt and secure credit card and other personal data. 
Comply. 

○ Users must be able to create and manage accounts through a website 
(desktop and mobile versions), mobile applications, IVR system, and 
through a live customer service representative. Comply. 

○ Users must be able to create new accounts with the following parameters: 
■ Username (email). Comply. 
■ Password. Comply. 
■ Phone Numbers. Comply. 
■ License Plate Numbers. Comply. 
■ Credit Card Number. Comply. 
■ Billing Name and Address. Comply. 

○ Users must be able to access a history of all transactions made on an 
account and be able to view reports and receipts showing: 
■ Date and time. Comply. 
■ Duration. Comply. 
■ Rate. Comply. 
■ Total amount. Comply. 
■ Payment method. Comply. 
■ License Plate number. Comply. 
■ Meter/block/zone ID. Comply. 

○ Users must be able to configure reminders for session expirations, 
including the ability to: 
■ Enable or disable reminders. Comply. 
■ Configure the type of reminder (SMS or email). Comply. 
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○ When funding an account, the system must have the ability to impose a 
minimum charge/recharge amount. Comply. 

○ The system must have the ability to automatically notify a user and/or 
recharge the account if the account balance falls below a certain amount. 
Comply. 

○ The system must be able to support both pay per transaction and pay out 
of a “mobile wallet” models. Comply. 
■ The participant must explain any difference in cost between these 

two models. Confirmed. 
 

Passport’s Mobile Payment for Parking platform (“MPP”) will provide the parker with an 
intuitive user experience, which will significantly improve the parking experience. MPP is a 
native application, which is accessible on all Android and iOS smartphones. Other 
smartphone operating systems, such as Windows and older Blackberry models only 
account for 3% of smartphones in the US and do not support MPP. 

To account for those parkers who do not own an Android or Apple device, MPP also 
available via the web app, which is accessible by any device that has access to the internet. 
To enhance this experience, the web application and the payment webpage are both 
optimized for mobile use. 

In addition to the application and mobile-optimized website, Passport offers an IVR and SMS 
system to enable mobile payment of parking. With IVR, parkers will call a local number and 
respond to commands using touch tone prompts. The very first session started by a parker 
will end with a prompt to create a PIN. Thereafter, the system will recognize the phone 
number and request the PIN, thereby recalling all payment and vehicle information. Similar 
to the IVR system, parkers can register for and begin parking sessions via SMS (text) 
messages. The parker will respond to prompts via SMS, including zone and space numbers, 
as well as payment information.  

Passport’s mobile payment platform is the simplest, most robust mobile payment solution 
on the market. As the only provider using progressive profiling for registration, parkers 
register using only information needed at that specific point in the process, in contrast to 
populating an entire profile at sign up. For example, Passport’s platform only requires one 
piece of identifying information (phone number, email, or public Facebook profile) and a 
valid credit or debit card to pay for parking; payment card information is only requested 
once a transaction is initiated, in an effort to streamline the registration and avoid ‘hang ups.’ 

Passport understands that most adopters of the system do so as they are about to purchase 
their first parking session, as opposed to planning in advance; therefore, Passport focused 
on making the registration process as quick and easy as possible. With just two clicks, 
Parkers can create their account using their public information on Facebook. Facebook login 
does not give Passport access to any other information or let Passport post to a parker’s 
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Facebook account. If a parker registers the first time they use Passport, each subsequent 
subsequent session will only require they enter a four digit pin.    

 

Passport provides parkers with more options to pay for parking than traditional meters, 
which only accept coins, or even smart meters, which only accept credit cards and coins. 
Passport accepts payment in the form of debit and credit cards, a digital wallet, PayPal 
accounts (including ACH payments), merchant validation, and corporate accounts. Passport 
makes it easy for parkers to use its system, regardless of their current financial situation. 
Additionally, by adding merchant validation to the system, the City is able to incorporate 
local businesses to the parking initiative, further strengthening the community.   

 

Passport’s Digital Wallet allows parkers to pre-load a larger sum of money onto their 
account, which will then be debited against every time the parker pays for a transaction. The 
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Digital Wallet is dually advantageous as it saves the City money on merchant processing 
fees and it allows the parker to avoid multiple small transactions for parking sessions. The 
City can choose to offer the wallet as an option or may require one. By requiring a wallet 
with a minimum, the City will realize increased savings in merchant processing fees almost 
immediately. 

 

In cities where there is a wallet option, Passport has seen a utilization split as high as 71% 
favoring the wallet to individual credit card transactions. With that many parkers choosing to 
use the wallet, it is reasonable for a city to require a wallet without damaging the public’s 
adoption of the app. Several cities have taken this approach, including Chicago, which has 
realized more than $2,000,000 in savings since deploying the wallet-only feature.  

After initiating a parking session, the parker is free to go about their day without concern for 
their parking session. When the session is 15 minutes away from expiring, the parker will be 
notified by their phone. Upon receiving this notification the parker has three options: (1) 
return to their car, (2) ignore the notification and risk a ticket, or (3) extend their parking 
remotely. Using the same method that the parker used to initiate the session, the parker 
may easily extend their parking session. The City can control how many times and for how 
long the parker may extend their time, ensuring that this convenience is not abused. The 
parker’s credit or debit card is not charged until the end of the session, meaning that 
extending a parking session only incurs a single charge for the parker and a single merchant 
processing fee for the City.  
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Passport’s service offering includes a parker-centric, mobile-optimized website, which 
allows registered parkers to manage their entire account and purchase parking. Passport’s 
database is housed in a cloud, meaning that the parker will have real-time access to their 
account, regardless of whether they access it from the website or application. The parker 
will log into their account with their phone number, email address, or Facebook profile and 
the 4-digit PIN created at registration. Once they have accessed their account, the parker 
will be able to initiate a parking session, see their full parking history, email receipts to 
themselves or third parties, change their vehicle, update their payment methods, and delete 
their account.  

 

 

 

 

Administrator Requirements  

● Administrator Portal - The system must provide a website accessible only to 
designed system administrators. Comply. 

○ Customer service representatives must be able to create and manage user 
accounts. Comply. 

○ Customer service representatives must be able to activate or deactivate 
mobile payment system user accounts. Comply. 

○ Administrators must be able to run reports on transactions and accounts. 
Comply. 
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○ Administrators must have an interface to query transactions for ticket 
adjudication purposes. Comply. 

● Reporting - The system must provide reporting functionality to designated 
administrators of the system. These reports must include data on: 

○ Transactions made by: 
■ License plate number. Comply. 
■ Phone number. Comply. 
■ Username/account number. Comply. 
■ Date and time. Comply. 
■ Duration. Comply. 
■ Rate. Comply. 
■ Total amount. Comply. 
■ Payment method. Comply. 
■ License Plate number. Comply. 
■ meter/block/zone ID. Comply. 

○ Account sign ups. Comply. 
○ Account charges/recharges. Comply. 
○ The system must allow reports to be exported to: 

■ Microsoft Excel. Comply. 
■ Text Files. Comply. 
■ Database flat files. Comply. 
■ Direct connection with another database. Comply. 

○ Reports must be available for viewing or downloaded within reasonable 
time. The participant must provide performance metrics on its reporting 
tool, with scenarios such as: 
■ Number of new accounts per week. Comply. 
■ Amount of transactions per day by meter/block/zone ID. Comply. 
■ All transactions in a calendar year. Comply. 

● Parking System Inventory - The system must have the option for a web-based 
tool to manage the inventory of the parking system. This section describes the 
requirements of the inventory management tool.  

○ The inventory must hold information on each meter/block/zone, including 
its: 
■ ID. Comply. 
■ Address. Comply. 
■ Status (active or inactive). Comply. 
■ Rate. Comply. 
■ Hours of operation. Comply. 
■ Hours of restrictions. Comply. 
■ Maximum length of stay. Comply. 

○ Once a change is made to the inventory, the system must be either 
updated immediately or queued for update at a set time. Comply. 
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○ An administrator must be able to use the tool to manually update the 
attributes of a single meter/block/zone. Comply. 

○ An administrator must be able to import a file to update the entire 
inventory. Comply. 

The brain of Passport’s suit of products is its backend system, Operator Management 
(“OpsMan”). OpsMan puts all management and analytics tools into the hands of the the City 
administrator. OpsMan is accessible on any internet-connected device, is mobile-optimized 
for use on smartphones or tablets, and allows for an unlimited number of administrators.  

 

System Configuration 

Zone and Space Setup 
During the implementation process, Passport will fully configure the City to have defined 
zones and spaces. During this process, the City’s dedicated project manager will divide the 
City into zones, assign a unique number to each zone, and number the parking spaces (if 
space based).  
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Integrations 
Passport operates an open Application Programming Interface (“API”), which makes it much 
easier to integrate with other software providers. While Passport is implementing its 
product, it will also integrate with other necessary software to provide a seamless transition.  

Rate Setup 
Initially, Passport will configure all rates within the City prior to launch. These rates will 
match what the City currently has in place. However, after launch, the City will be able to 
fully control the rate structure.  

In OpsMan, the City administrator responsible for setting rates will navigate to the “Setup” 
tab and then select “Rates” from the dropdown menu. From here, the administrator will be 
able to add a new rate, delete a rate, or modify an existing rate. These changes can be set 
to either take effect immediately or at a scheduled time. 
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Event Rates 
If there is a special event in the City, the City will be able to set special rates for specific lots. 
From the OpsMan dashboard, the administrator will navigate to the “Events” tab and select 
either “Manage Venues” or “Manage Rates.” From this screen, the City will input information 
related to the event, including starting and ending date and time. The City will also have the 
option of make certain zones free during this time or accepting permits during the event. 
This information will update in real time to the Passport Mobile Payment app and OpsMan, 
giving all parkers and parking enforcement officers access to the most recent rates.  

MOT 2017-7405 Page 44 of 180



41 

 

 

System Transparency 

Live Monitoring 
OpsMan gives the City complete insight into the entire parking system. An administrator will 
be able to watch a Live Feed of all transactions. Using the monitor feature, City 
administrators can see how many parking sessions are active, which sessions are about to 
expire, whether a space is occupied in a “free” zone, and whether a space is already expired. 
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Complete Control 

OpsMan puts all of the control into the hands of the City. For all platforms, administrators 
will have the ability to update information including names, vehicle information, and LPNs. 
As an added layer of transparency, every adjustment made in OpsMan is time stamped with 
the username of the administrator making the adjustment as well a date and time.  
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Reporting 

OpsMan aggregates data from all other platforms (Passport app, OpsMan Mobile, and 
RMCPay), allowing City administrators to access and analyze data in real time. OpsMan 
comes with certain predefined reports, but all data may be exported to Excel, giving the City 
even more control over management of the system. All reports can be manually run or 
scheduled to run in the future. Pre-scheduled reports can be set to run on a recurring or 
one-time basis.  

Predefined Reports 
OpsMan is configured to run reports on a myriad of topics and facets related to the entirety 
of the City’s parking environment. In running these reports, the City may choose the time 
frame, being as broad as total transactions and as a specific as a given day. OpsMan will 
come with the following reports ready to be run on the following topics: 
 

Mobile Payments for Parking 

Financial Reporting ➔ Transaction Report 
➔ Daily Total Revenue 
➔ Summary By Zone 
➔ Wallet Summary 
➔ Merchant Report 
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➔ Void/Refund Report 
➔ Declined Card Transactions 
➔ Many more! 

Customer  
Reporting 

➔ Individual Customer Report 
➔ Utilization by Space Number 
➔ User Report 

Events Reporting ➔ Events Summary 

Administrative 
Reporting 

➔ Audit Reports 
➔ Suspended Account Attempts 

 

Ad Hoc Reports 
Aside from the predefined reporting, Passport will also work with the City to create custom 
reports. Whenever a custom report is generated for a specific City, that same report will be 
made available to all other clients. The following are the current custom reporting available 
in OpsMan: 
➔ Payment Rates by Month,  
➔ Payments by Platform,  
➔ Suspended Parkers; 
➔ Online Payments by Source, and 
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➔ Passport continues to add to these reports.  
 

 

The City will be able to export all data to Excel and run whatever queries they would like.  

Limited Administrative Access 

Knowing that different roles and administrators have different data needs, Passport created 
OpsMan to easily limit access. The main City administrator will have access to all data and 
be able to easily manage different access levels. These levels can range from having 
access just to financial information for the City’s accountants, to giving the parking 
management office access to every aspect of the system. All of this is possible in OpsMan 
and is within the full control of the main City administrator.  
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Customer Support 

Live Chat Support 
Passport will offer live support, via the telephone, for any technical issues that the parker 
may encounter. However, when the parker has questions or issues with the actual parking 
structure, they will be directed to contact the City. To manage this influx of calls, Passport 
created a live chat support function between the parkers’ app and OpsMan. City 
administrators will be able to speak directly to parkers and solve problems, from any 
location with internet access. This improves the parker’s experience using the application 
and it releases the City from tying customer service to a particular call-center location.  

Client Success 

Knowledge Base 
Knowledge Base is an online repository of training videos, online forums, and training 
materials, all of which are updated along with the software. Using Knowledge Base, City 
administrators will be able to chat with other OpsMan administrators in other cities to work 
through common problems; watch short training videos on new and old functionality; and 
access training manuals for each of Passport’s products.  

Passport’s Client Success Managers ensure that this information is updated regularly. If, for 
whatever reason, Knowledge Base does not address the City’s concern, the Client Success 
Manager is always on hand to resolve issues as needed.  
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Client Support 
After contract execution, the City will be managed by Passport’s Client Success team. This 
team is made up of the Client Success Manager and a Product Support Specialist. The 
Product Support Specialist is devoted solely to the technical support of the City. Having a 
dedicated technical support line and representative ensures that the City receives the best 
service in a timely manner.  

The City will be able to contact the Product Support Specialist 24 hours a day, 7 days a 
week via email and during regular business hours via phone. Regardless of method of 
communication, all issues will be resolved in accordance with Passport’s backup 
procedures, which prioritizes problems by the impact of the issue. The Product Support 
Specialist will be in constant contact with the City throughout the resolution of the problem.  

All technical and operational support items should follow the outlined procedure: 
a. Email: help@passportinc.com Include the nature of the issue and any 
background that would be helpful in resolving the identified item. 
b. Phone: Immediately call 980-939-0990 
c. The on-call team will respond to inquiries and take appropriate action  
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Other Technical Requirements 

● Data Security - The system must exercise industry standard protocols to ensure 
the protection of any data stored and transmitted in the system, including:  

○ Securing physical servers, storage, etc. Comply. 
○ Firewalls to protect against unauthorized access. Comply. 
○ SSL encryption on websites. Comply. 
○ PCI PA_DDS level 1 compliant on all applicable data. Comply. 
○ SAS 70 Type II certified before the Notice of Award. Comply. 
○ The participant must minimize NCPA’s exposure to sensitive data, such as: 

■ Credit card numbers. Comply. 
■ Personal information of users. Comply. 
■ The participant must describe its data security plan and disclose 

any breaches of security. Comply. 
 
At its base, Passport is a payments processing company. In order to do this effectively, 
security is the number one concern of everyone at Passport. Passport goes above and 
beyond required security measures to provide peace of mind to cities, parkers, violators, 
permit holders, and riders. 
 
PCI-DSS Compliance 
Any merchant that stores, processes, or transmits cardholder data 
is required to maintain payment security of that information. PCI 
security standards lay out the technical and operational 
requirements for software developers and manufacturers of 
applications and devices used in payment transactions. PCI Data 
Security Standards (PCI-DSS) provide actionable framework for 
developing a robust payment card data security process -- including prevention, detection, 
and appropriate reaction to security incidents.  
 
Passport maintains PCI-DSS Version 3.1 compliance. No sensitive information is stored or 
transferred on the Passport database. The only information stored on the database are 
names, phone numbers, and email addresses. All credit card information is stored in an 
isolated card storage database. That data is encrypted and tokenized to reduce the risk of 
credit card fraud in the event of a breach. Please see page 21 for Passport’s Compliance 
Certificate.  
 
SSAE-16 
The Statement of Standards for Attestation Engagements (SSAE) 
No. 16 is the authoritative guide for reporting on service 
organizations. Using these standards, Passport is audited by an 
Independent Auditing Firm, which issues a Service Auditor’s 
Report. The Report outlines the chain of control and risk associated 
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with internal operations. Passport completes SSAE-16 audits annually for its mobile 
payment transactions.  
 
PriceWaterhouse Coopers 
In addition to other security standards and audits that Passport 
regularly engages in, Pricewaterhouse Coopers conducts ethical 
hacking on Passport’s system yearly. PwC hackers attempt to 
break Passport’s system, searching specifically for security flaws. 
Any issues that arise from this exercise are immediately relayed to 
Passport and fixed.  
 
A-LIGN 
Passport hires A-LIGN to assist in meeting specific auditing and 
security assessment needs. A-LIGN helps navigate security 
standards for credit card transactions and ensures that Passport 
continually meets and exceeds those standards.  
 
Secure Socket Layer 
Passport utilizes Secure Socket Layer (SSL) to securely transfer sensitive data between the 
application and servers. SSL is the standard security technology for establishing an 
encrypted link between a web server and a browser. This link ensures that all data passed 
between the web server and browsers remain private and integral.  
 
Passport only stores the name and email address of the parker, violator, permit holder, or 
rider on the application while all other sensitive data is stored on a secured, firewall 
protected server.  
 
Gateway Provider 
Passport is listed as a certified gateway provider on both Visa and Mastercard’s national 
registries. Additionally, Passport is recognized as a sponsored service provider for both 
companies as well.  
 
OpsMan 
Internal security standards are managed through Passport’s backend system, Operator 
Management (“OpsMan”). OpsMan restricts access to data via permissions defined by the 
City for the administrators. Roles can be created such that specific titles correspond to 
specific access permissions. Passport will only have access to the username (either email or 
phone number) of administrators for troubleshooting and customer support.  
 

● System Availability - The system must provide redundant/failsafe servers which 
ensure at least 99.9% uptime of all components of the system, including: 

○ IVR, including the availability of live customer service representatives. 
Comply. 
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○ Mobile applications. Comply. 
○ User and administrator websites. Comply. 
○ Integration with existing multi-space meters (only for the integration part 

for which the participant is responsible). Comply. 
○ Integration with existing enforcement systems (only for the integration 

part for which the participant is responsible). Comply. 
○ The proposed system must be able to handle up to 50 million mobile 

payment transactions per year, including up to 12,000 transactions per 
hour. Comply. 

○ The system must provide system uptime reports from the past 4 years and 
also provide a plan to scale the system to support additional users and 
transactions. Comply. 

Passport’s servers are hosted by Amazon Web Services (“AWS”), a secure cloud services 
platform that stores databases and delivers content and functionality to its clients. Part of 
AWS’s service offering is the implementation and maintenance of virus and security 
software. Using AWS and its suite of products, Passport is able to offer peace of mind to the 
City.   

Database Storage 

Amazon Relational Database Services (“RDS”) houses Passport’s database. RDS provides 
multiple advantages to Passport such as provisioning, patching, backup, recovery, failure 
detection, and repair. Using AWS and RDS, Passport is able to scale easily, which means 
that every one of Passport’s clients’ utilization can grow quickly and all at the same time 
without affecting the efficacy of the database.  

Elastic Load Balancing 

Multiple servers exist within the system, each with the capacity to host the entire system. 
Amazon RDS automatically creates a primary database instance, which is simultaneously 
replicated to a standby instance in a different Availability Zone (“AZ”). Each AZ runs on its 
own physically distinct, independent infrastructure, and is engineered to be highly reliable.  

If a server becomes overloaded or fails, RDS performs an automatic failover to the standby 
instance. This means that the application can resume database operation without the need 
for manual intervention. Essentially, RDS protects the system from failure and the only 
potential lag time would be the amount of time it takes for the system to failover from one 
AZ to the next.  

Database Backup 

RDS offers automated backup, which allows for point-in-time recovery of Passport’s 
database instance. RDS backs up the database and transaction logs and stores both for a 
specified retention period, meaning that Passport can restore its database instance to any 
second during the retention period, up to the last five minutes. Passport’s entire database is 
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backed up daily between 3:00-3:30AM EST, capturing all transaction logs. Each backup is 
saved for seven (7) days. Thus, if there is ever a failure of the server, Passport will be able to 
recover all data and transaction logs up to the morning of the failure.  

Database Snapshots 

Amazon’s Simple Storage Services (“S3”) takes and stores database snapshots of the entire 
system. The snapshots are kept until explicitly deleted and are incredibly durable, allowing 
Passport to create a new instance of the database from the snapshot whenever needed or 
desired. These snapshots can be stored in separate AZs, giving an additional protection 
against any potential system failure or overload. Daily offsite snapshots are taken of the 
entire Passport database.  

Passport guarantees that its solution will have a 99.9% uptime. 
 

Integrations 

● Multispace Meters - The system must be able to communicate with the back 
office system of the existing multi-space meters. The system must have the 
following requirements: 

○ Send each transaction to the existing back office system or a 3d party 
system as it happens in real time. Comply.  

○ Accept transactions sent from the back office system or a 3d party system. 
Comply.   

○ The participant must provide examples of data formats and delivery 
methods used to communicate transactions to and from external systems. 
Comply.  

● Enforcement - The system must be able to communicate with any enforcement 
system. The system must have the following requirements: 

○ Allow a device to query the payment status of a vehicle through its license 
plate number using an API provided by the vendor that is compatible with: 
■ Android. Comply.  
■ iOS. Comply.  
■ Blackberry. Comply.  
■ Windows Mobile. Comply.  
■ A platform agnostic web service. Comply.  

○ Allow a device to query a list of paid vehicles through a meter/block/zone 
ID. Comply.  

○ Allow a license plate recognition system to query the payment status of a 
vehicle through its license plate number. Comply.  

○ Pull or receive a list of license plate numbers flagged by law enforcement. 
Comply.  

○ The system must be able to send an alert when a matching vehicle makes 
a parking transaction. Comply.  
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○ The participant must provide examples of their enforcement integration 
models with other clients. Comply.  

Passport is a leader in integrated technology software for parking due to an open API, which 
integrates with all other providers in the City’s ecosystem. Passport’s solution uses a caching 
system that ensures the fastest transfer of data and system performance between 
providers, including Digital Payment Technologies, IPS, and CALE. Passport has the ability to 
push information to the meters meters, however, many meter providers charge per 
transaction for pushing data. To save the CIty money, Passport bypasses this step and 
pushes data directly to the citation enforcement issuance provider.  

Passport recommends using its Citation Management Platform for the best quality service, 
but if the City has a different provider, Passport will work with that provider to deliver a 
seamlessly integrated experience. Passport is currently integrated with the following 
citation management software: Xerox, T2, Duncan Solutions, CivicSmart, Kelly & Ryan 
Associates, AIMS, UP Safety, Clancy Systems, Complus Data, Quatred, and VATS. If parking 
enforcement officers are not all equipped with an internet-connected issuance device, 
Passport will provide the City with its Park Monitor solution, which tracks all active parking 
sessions and is available via any Android device. 
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Enforcement Integration Examples 

 
Example: Genetec Integration 
Passport maintains an existing integration with Genetec for LPR enforcement. With this 
integration, when a parker pays with the Passport app, parking rights are automatically 
synchronized with AutoVu mobile ALPR enforcement units. All information is passed in real-
time, thereby decreasing the number of parking ticket disputes and increasing compliance 
in payment from parkers. Passport is able to meet this level of integration with other LPR 
technology providers with which the City already works.  

Example: TurboData Integration 

MOT 2017-7405 Page 57 of 180



54 

Passport maintains an active integration with TurboData whereby Passport sends real-time 
parking session data to the Android and Dolphin 99EX Honeywell handhelds and to the 
TurboData system for real-time monitoring of all parking session statuses. By pushing this 
information in real-time, TurboData the City will be able to monitor all parking sessions 
throughout the City.  

Example: T2 Flex Integration 
The Passport/T2 integration pushes all parking session statuses in real-time to T2 issuance 
devices. So long as the issuance device is connected to the internet or cellular data, it will 
receive parking session data immediately. The City’s parking enforcement officers will be 
able to see whether a parking session is active or inactive and take the appropriate action. 
As it is not necessary for accurate enforcement, Passport does not push any monetary 
information to the T2 system.  

Marketing 

The vendor must provide examples of marketing plans used in other cities or markets. In 
addition: 

● The vendor must provide an initial marketing plan to promote the use of the 
system, including details on the message, medium, location, and frequency of 
marketing. Comply.  

● The vendor must provide a comprehensive recurring marketing plan. Comply.  
● The vendor must supply all promotional and operational graphics, excluding the 

street signage used to identify meter/block/zone IDs. Comply.  
All marketing plans and materials shall be approved by NCPA prior to implementation. 
Confirmed.  

Passport will work closely with the NCPA and the Region 14 City to develop a marketing 
plan, starting with an initial questionnaire to identify key demographic information and 
channel options. Upon completion, Passport will deploy one of three advertising options 
below, selected by the City, to accommodate the launch of the mobile application, 
generating maximum market exposure of the mobile pay for parking application.  

 
 

● Included ($0) 
○ Press release 
○ Digital ad creation for City’s distribution channels 
○ Promo code handout (promo discount to be matched by City’s investment)  
○ iOS App Store Search Ads  
○ Google Play Search Ads 
○ Geo Targeted social media posts 
○ Advertising design for local print and digital publications (placement not 

included)  
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● Launch Burst ($2,000) 
○ 3 week advertising and public relation campaign 
○ Mainly digital advertising 
○ Selected distribution channels to maximize awareness and utilization 
○ 1 million total delivered impressions (dependent on market size) 

 
● Sustained Launch ($5,000) 

○ 6 week advertising and public relation campaign 
○ Digital + Street Team Involvement 

■ Rose Bowl Flea Market, Noon Year’s Eve at Kidspace Museum, etc. 
○ Selected distribution channels to maximize awareness and utilization 
○ 2 million total delivered impressions (dependent on market size)  

 
● Launch + Utilization Package ($7,500) 

○ 12 week advertising and public relation campaign 
○ Digital + Street Team Involvement 

■ Rose Bowl Flea Market, Noon Year’s Eve at Kidspace Museum, etc. 
○ Selected distribution channels to maximize awareness and utilization 
○ Additional 3 week utilization flight (1 to 2 months after initial 12 week flight 

ends) 
○ 5 million total delivered impressions (dependent on market size) 

 
Marketing Channel Tactical Components 

 
Passport will build an omni channel advertising package that will consist of the below 
options, based on availability and agreement between Passport and Pasadena.  Items 
highlighted in yellow are considered premium services and may require additional costs 

 
 
Out of Home (OOH) 

❏ On/Off Street Signage 
❏ Meter decals 
❏ Downtown banners / posters (if 

applicable) 
❏ Shopping mall / retail space kiosk posters 

(if applicable)  

 
Digital / Web Advertising 

❏ Blog Article Placed in Native Advertising 
○ 21 day run 

❏ Geo-targeted ads ran through digital ad 
networks  

○ 80/20 mobile concentration 
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○ 1 month flight 
❏ Google Adword Keyword Ad Targets 
❏ iOS App Store Search Ads 

 
Social Media Advertising 

❏ 2x Social Posts per week for 1 month 
○ Facebook 
○ Twitter 

❏ 1x promoted post  
○ Facebook  
○ Twitter 

❏ Twitter Mobile App Install Ad 
○ Geo targeted and defined demographics 

❏ Facebook Mobile App Install Ad 
○ Geo targeted and defined demographic 

 
Traditional Advertising 

❏ Informational Handouts 
○ 10,000 provided 
○ Additional upon request 

❏ Parking Validation Code Card Handouts 
○ 1,000 provided 
○ Additional upon request 

❏ Educational flyers 
○ 5,000 provided 

❏ Local magazine / newspaper ads 
❏ Direct Mail to defined zip codes 

○ Quantity to be determined by 
demographic count 

Experiential Marketing  
❏ Street Team 

○ Team of 4 - 4 days per week, 4 
hours per day 

○ Email collection for future fare 
promos / codes 

❏ Sidewalk chalk / street decals at high 
traffic parking areas 

❏ Window clings at local merchants 
❏ Collaboration with local sports / events 
❏ Local coffee shop cup sleeve advertising 

 
Media Relations 

❏ Drafted launch press release 
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○ National news wire release 
❏ Special event, status, feature, update press releases (as needed) 
❏ Coordinated press launch event 
❏ (all repurposed and republished on LinkedIn, Facebook, and Twitter) 
❏ Retweet and share other news outlet stories 
❏ Blogger outreach 

○ Identified through local social and web sites 
 
Additional Services 

❏ Marketing Management Services 
❏ Demographic research (if not currently provided) 
❏ SMS Sign-Up Page for Fare Coupon Promotions 
❏ How-To  Use Video 

 

Customer Service 

● End User Customer Service - The vendor must provide the following customer 
service to end users: 

○ Live operators available 24/7 to create accounts and resolve issues. 
Comply. 

○ Language support for: 
■ English. Comply. 
■ Spanish (if available). Comply. 

○ Customers looking to establish contact with a live operator must be 
provided the option at the start of a parking action. Comply. 

○ Callers seeking a live operator must not be on hold for longer than 2 
minutes. Comply. 

○ Music and updated messaging must be provided during calls on hold. 
Comply. 

○ Customers looking to find parking must be provided a web-based or 
mobile app based map, or other method of locating metered parking. 
Comply. 

The vendor must provide a customer support plan that includes projected call volumes 
and number of support staff available. Comply. 

Passport supplies a variety of support through the application, website, and and telephone 
support. Parkers will have unlimited access to parking history and self help in the form of 
FAQs through the website and application. Additionally, Passport will provide live agent 
support from 8am-9pm EST Monday-Saturday and 12pm-9pm EST on Sundays. Outside of 
those hours, the parker will be able to call a dedicated call center, which will answer basic 
questions related to the application and flag any more serious issues to be handled by a 
Passport Customer Support representative the next day.  
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The extent of Passport’s support will be limited to questions related to the application itself. 
Passport will not answer questions related to the City’s parking operations and will direct 
any parkers with those questions directly to the City. Passport technical support will also not 
issue refunds, which are considered to be a business decision to be made by the City. 
However, Passport’s technical support will void payments in truly duplicative situations, 
where the parker unintentionally started multiple parking sessions.  

Passport strives to create an intuitive application that ought to reduce the number of 
technical support representatives required. As an example, Passport technical support has 
fielded only 75 calls for the City of Victoria, B.C. in the first 10 months of deployment. While 
Passport is able to handle multiple calls at once, this is rarely necessary. 

● NCPA Support - The vendor must provide the following services to NCPA: 
○ Technical support during normal business hours of 8:30AM to 6:00PM 

(EST). Comply.  
○ Engineering staff to perform development, testing, and deployment. 

Comply.  
○ Response times of less than 30 minutes for urgent issues. Comply.  
○ Resolution of urgent issues in less than 2 hours. Comply.  

The vendor must provide examples of development project plans and issue resolution 
processes with other clients. Confirmed. 

After contract execution, the City will be introduced to Passport’s operations team, which is 
comprised of Enterprise Implementation and Client Success. This team will be the liaison 
between the City and Passport, including all software engineers. The first call post-contract 
will be managed by the Regional Sales Vice President, David Singletary. David will introduce 
the mobile ticketing platform and the rest of the Passport team to the City’s team. After this 
call the City’s main points of contact will be its Project Manager and Client Success 
Manager, however, David will remain a secondary resource for the City, in the event he is 
needed.  

After launch, the CSM will speak with the City on a monthly basis, at a minimum, to fully 
understand the state of affairs. During these calls, the CSM will also impart any roadmap 
updates or new features that may be beneficial to the City. Once a quarter, the CSM will 
conduct a system review with the City to ensure that the product meets or exceeds the 
needs of the City. Passport positions its CSMs to be the best resource for any City not only 
on all things Passport, but all things related to enforcement. 

To address any critical problems or triaging any issues, the City will also have access to a 
dedicated Product Support Specialist (the “PSS”). The PSS is trained in solving most 
problems that the City may encounter and for any problem that is outside the scope of their 
training, the PSS will liaise with the software engineer that built the system. Any issues will 
be addressed immediately and should be resolved within 24 hours of notice. This support is 
available 24 hours a day, seven days a week. Depending on the severity of the issue, 
Passport will respond as follows: 
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Priority 1 – Critical Problems: If the service is experiencing problems that 
crash the system completely, leads to data corruption, cause major 
functions or features to fail to operate, or are otherwise significant, material, 
and substantive. Passport will provide an error notice for such problems 
within fifteen (15) minutes of Provider’s receiving notice of such error and 
dedicate resources on a continual, best efforts basis to correct the problem 
within one (1) hour of receipt of the Error Notice. Passport will provide the 
City status reports every one (1) hour, or more frequently if requested by the 
City, until the problem has been corrected. 

Priority 2 – Medium Impact Problems: If the service is experiencing 
problems that cause significant delays or cause minor functions or features 
to fail to operate that is substantive, but not material. Provider shall provide 
an Error Notice for such problems within one (1) hour of Provider’s receiving 
notice and shall work during normal business hours and use reasonable 
commercial efforts to correct the problems within six (6) hours of receipt of 
the error notice. Passport will provide the City status reports every one (1) 
hour, or more frequently if requested by the City, until the problem has 
been corrected. 

Priority 3 – Low Impact Problems: If the service is experiencing problems 
that cause minor delays, but do not inhibit the ability to use the service and 
are neither substantive nor material. Passport will provide an error notice for 
such problems within one (1) hour of Provider’s receiving notice and shall 
work during normal business hours and use reasonable commercial efforts 
to correct the problems within one (1) day of receipt of the error notice. 
Passport will provide the City status reports every one (1) hour, or more 
frequently if requested by the City, until the problem has been corrected. 

 

All technical and operational support items should follow the outlined procedure: 

Phone: 

● Immediately call (980) 939-0990 for Technical Product Support 
○ If an email response or phone call does not occur within under 5 minutes call 

any of the secondary support numbers, which go directly to support 
engineers 

Email: 

● The City may email Passport at any time and will receive a response as soon as 
possible.  

○ Parker support: support@passportinc.com 
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○ City support: help@passportinc.com 

Training 

The vendor must provide training to personnel designated by NCPA and cooperating 
agencies in the following areas: 

● Use of payment methods. Comply.  
● Use of any websites designed for users and administrators. Comply.  
● Use of any enforcement tools. Comply.  

The vendor must also provide training for end users, including, but not limited to a 
frequently asked questions (FAQ) section and/or instructional videos on the vendor’s 
website. Comply.  

During implementation, Passport will train City administrators on how to best utilize the 
backend system, Operator Management (“OpsMan”). During that training, the City will learn 
all of the different ins and outs of the system and be prepared to take over operations after 
launch. Passport also understands that it’s easy to forget things that aren’t always in front of 
you and so it created Knowledge Base.  
 
Knowledge Base is an online repository of training videos, online forums, and training 
materials, all of which are updated along with the software. Using Knowledge Base, City 
administrators will be able to chat with other OpsMan administrators in other cities to work 
through common problems; watch short training videos on new and old functionality; and 
access training manuals for each of Passport’s products.  
 
Passport’s Client Success Managers ensure that this information is updated regularly. If, for 
whatever reason, Knowledge Base does not address the City’s concern, the Client Success 
Manager is always on hand to resolve issues as needed. Please see page 103 for training 
materials.  
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Deployment 

The vendor must provide examples of deployment plans with other clients that include 
the following: 

● Development schedule.  
● Testing schedule.  
● Roll out schedule.  
● Marketing schedule.  
● Training Schedule.  

The participant must provide a tentative deployment schedule for NCPA that includes 
all services. 
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PROJECT MILESTONES DURATION 
(DAYS) 

DAYS AWAY FROM 
LAUNCH 

KICKOFF 10 43 

 review of current environment 2 43 

 kickoff call 0 39 

 request for additional information 4 38 

 develop project plan 2 31 

 distribute project schedule & documents 0 30 

 follow-up call if needed 0 30 

SYSTEM SETUP/PROVISIONING 13 29 

 contact and customer support information 2 29 

 assign users and roles  3 25 

ENVIRONMENT SETUP 12 28 

 complete environment and rate buildout 5 28 

 provide testing link to client 1 21 

 perform environment and rate testing 5 17 

 client signoff on environment and rate testing 0 11 

DETERMINE IVR SETUP 4 24 

 establish main phone number 1 24 

 develop calling tree script 2 23 

 deliver calling tree script for signoff 0 22 
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 client signoff on IVR system 0 21 

CUSTOM INFORMATION 4 18 

 develop terms and conditions, privacy policy, 
and FAQ 

4 18 

 custom wording for specific emails 1 18 

  receipts 1 18 

  wallet Loads 1 18 

  expiring credit cards 1 18 

Operator Management System Setup Complete 

PARKING PAYMENT INTEGRATION 7 22 

 initiate contact with parking 
device/enforcement provider 

1 22 

 request and receive device credentials 3 21 

 finalize integration setup 2 16 

 test parking system 1 14 

 client sign off on parking payment system 
integration 

0 14 

FINANCE 16 35 

 finance conversation with client 1 35 

  transaction voids 1 35 

  refunds 1 35 

  wallet 1 35 

 wallet setup 2 32 

 initiate contact with Merchant Processor 5 32 
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 request gateway credentials 5 25 

 finalize merchant processing setup 3 18 

 test flow of funds to merchant account 2 15 

 client sign off on merchant account 0 14 

MARKETING AND PUBLIC RELATIONS 22 32 

 decals and signage  21 32 

  discuss size and content 3 32 

  design decals and signage 5 29 

  send proofs to client for approval 1 22 

  client sign off on decals and 
signage 

0 22 

  confirm quantity 2 21 

  place order 2 21 

  receive shipment 10 17 

 public relations  10 18 

  compile media distribution list 5 18 

  draft pre-launch press release 4 11 

  client sign off on pre-launch press 
release  

0 8 

  distribute pre-launch press release 1 7 

  create launch press release 4 11 

  client sign off on launch press 
release 

0 8 
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 validation 14 22 

  validation discussion with client  1 22 

  create parker validation materials 4 14 

  develop validation codes in system 3 8 

  test validation system 1 3 

  client sign off on validations 0 3 

 handouts 17 25 

  design handouts for distribution 5 25 

  send handouts to client for approval 2 18 

  client sign off on handouts 0 3 

  receive handouts 0 3 

Marketing and PR Setup Complete 

EXISTING MOBILE PAY PROVIDER 9 11 

 contact provider for user accounts 5 11 

 change any reference of existing provider 5 7 

 verify all information has been removed 0 0 

TRAINING 2 2 

 move client to test merchant account for training 1 2 

 user interface and front end customer training 1 1 

 back office and administrative training 1 1 
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LAUNCH 3 3 

 distribute handouts and validation materials 1 0 

 distribute launch press release 1 0 

 merchant processing switchover 1 0 

 launch website 0 3 

GO LIVE 

POST LAUNCH FOLLOW UP 7  

 management checkins 7  

    

  TOTAL CALENDAR DAYS 43 

  TOTAL WORKING DAYS 32 
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Additional Integrated Services 
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The vendor must incorporate additional integrated services and pricing to their 
proposal, including but not limited to: 

● Digital virtual permit management system for monthly, residential, visitor, and 
other parking related permits: 

○ The whole lifecycle of a permit must be automated. Comply. 
○ Registration, application, auto-renewal payments, approval (if applicable), 

and issuance must be performed online. Comply. 
○ Permits can be assigned to the vehicle’s license plate number, send to the 

permit holder’s smart phone or other mobile device or printed at home. 
Comply. 

○ Online personal account for permit holder to update information and 
manage their account. Comply. 

○ Waiting list and mass email functionality. Comply. 
Passport’s Digital Permit Platform (“DPP”) delivers an end-to-end digital solution to manage 
and enforce parking permits throughout the City. DPP was built in conjunction with 
Passport’s Citation Management Platform and informed by Passport’s experience with 
public and private parking operations. The result is a digitally enforceable permitting 
system, that is able to manage the entire application process, including uploading eligibility 
documents and managing a wait list.   
 
Cloud-Based Solution 
 
Permits Built for Speed 
Passport’s DPP allows the City to issue, 
track, and manage a range of permits, 
including all parking permits for 
residents, guests, employees, and 
temporary one-time permits. From the 
backend system, Operator Management 
(“OpsMan”), the City will be able to 
control all required credentials, such as 
permit name, price, customer name, 
vehicle limit, license plate number 
(“LPN”), residence verification, email 
address, and more.  
 
Passport’s DPP solution enables cities to have a point of sale in municipal facilities or 
through a client-facing portal. OpsMan allows for total report generation by the City, 
including permit revenue, permits in use, and purchase reports. With so much data 
available, the City will be able to track and analyze everything from issuance to expiration 
dates.  
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Sole Sourced Solution 
Passport’s DPP was built along side its Mobile Payment for Parking and Citation 
Management platforms, giving the City a wider breadth of optionality for its permitting 
system. By combining Passport’s private label mobile parking application and DPP, the 
permit application will tie into the parking application. This gives a native feel to the 
application that the parker is already accustomed to. Additionally, the permit applicant will 
have a tokenized payment record, which allows the system to pass the parker’s payment 
credentials from the Mobile Pay application to the permitting portal.  
 
Passport is the only digital solution on the market that allows for multi-vehicle permitting, 
when the City also implements Passport’s Citation Management Platform. With this solution, 
the same family or household can register multiple vehicles for use of the same permit. 
Using Passport’s Citation Management Platform, when a member of a household parks their 
car in the City, the parking enforcement officer will run the LPN against the database and 
mark the permit as valid and in-use. If another car from the same household parks in the 
City without paying for parking, the database will notify the parking enforcement officer that 
the permit is already in use and to issue a citation.  
 
Powerful Features 
 
Enforce with Accuracy 

MOT 2017-7405 Page 73 of 180



70 

Passport partners with leading License Plate Recognition services that increase the speed 
and accuracy of enforcement with seamless integrations. After a permit has been issued, all 
relevant data will be pushed to the City’s Citation Management Platform. If the City is using 
Passport’s Citation Management Platform, a parking enforcement officer will have the 
benefit of a dynamic system, which allows the parking enforcement officer to easily search 
through the database for an LPN; because the system is dynamic, the pool of eligible 
vehicles becomes smaller with each additional digit. If the LPN is attached to a permit, the 
parking enforcement officer will be able to view the permit within the software and know 
that there is no violation warranting a citation.  
 
Branded Application and Payment Portal 
The permit application page for DPP is a custom-branded, mobile-optimized secure 
payment portal, RMCPay. The City will select a custom graphic and color scheme to be 
used as the background of the portal and the URL will be an addition to the City’s parking 
website. The permit applicant will login to RMCPay with the same phone number and email 
address they use to pay for parking through the Mobile Payment application.  
 
RMCPay will be the applicant’s dashboard to manage their permits. The permit applicant will 
be able to see all permit information from the portal, see how many permits are available in 
a given zone, apply for permits, and track their position on a wait list. When applying, the 
permit applicant can use that day’s date or a future date. If the date is not at the beginning 
of a payment cycle, the City may choose to pro-rate the cost of the permit to either the day, 
month, or quarter.  
 
If the permit requires proof of residency or other eligibility, the permit applicant will upload 
documents directly to RMCPay, which will be available for review by the City in OpsMan 
immediately. The permit applicant will not be required to pay for the permit until after they 
have been approved by the City. When a City administrator verifies the permit applicant’s 
eligibility, they will update the permit applicant’s status, which will automatically send an 
email notification to the applicant to return to RMCPay to complete their permit application.  
 
If a permit applicant is wait listed for a particular zone, they will be able to monitor their 
status within RMCPay. The City can configure the system to determine whether the 
applicant can see their specific number on the list or just that they are still waitlisted. The 
City will also be able to manage the wait list order and override the wait list from OpsMan. 
Once a permit becomes available, the permit applicant will receive an email notification and 
direction to complete their permit. The City can configure this process to limit the amount of 
time that the permit applicant has to complete payment of their permit before losing the 
opportunity.  
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● Central database repository for aggregated parking data (analysis), central 
enforcement and integration of several parking methods and technologies, such 
as much not limited to: 

○ Mobile payments for parking system. Comply. 
○ Pay by plate (multi-space meter). Comply. 
○ Digital permit management system. Comply. 
○ Enforcement. Comply. 

Passport’s backend system, OpsMan, will collect all data from the Mobile Payment Platform 
and any other integrated system, including multi-space meters, digital permitting, and 
enforcement. If the City elects to implement Passport’s Digital Permitting and Citation 
Management Platforms in conjunction with the Mobile Payment Platform, all of the data will 
automatically be aggregated within OpsMan from the date of launch and available for 
analysis and queries immediately. By implementing the enterprise suite of Passport 
products, the City will not only have a single backend system for its use, but it will be able to 
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release a single front-end application to handle parking payments, permit applications, and 
paying for citations. This single source application will allow the parker to use the same 
tokenized and stored payment method to pay for permits and citations as it does to pay for 
parking. 

● Access for mobile payment users to gated parking facilities via: 
○ QR code, either ia scanning within a mobile app or scanning at the gate. 

Comply.  
○ Near Field Communication (NFC). Comply.  
○ RFID or Proximity Cards. Comply.  
○ License Plate Recognition (LPR). Comply.  

Passport is built on an open API, which allows it to seamlessly and easily integrate with any 
other software provider in the City’s ecosystem. If the City has the hardware technology for 
QR Code Scanning, NFC, RFID, or LPR, Passport can integrate with those mechanisms. 
Additionally, Passport has created two different features that the City will have access to in 
parking garages. The first is a sPark and the second is Passport’s  

sPark 
 

sPark is an automated parking experience for registered Passport parkers. This feature 
allows parkers to park in a garage without having to stop at a pay station. A registered 
parker’s license plate number (“LPN”) will be picked up by license plate recognition 
technology (“LPR”) once they enter the garage, which will initiate the session. When the 
parker leaves and the LPR reader is no longer able to detect the LPN, the session will stop 
automatically. The parker’s registered form of payment will not be charged until after the 
session is complete.  
 
To register for this program, a parker will save vehicles to their account, by LPN, as well as 
select a default payment method. When the vehicle enters the garage, the LPR will scan the 
LPN and run the number against Passport’s list of registered parkers. If the LPN is 
connected to a registered parker, Passport’s backend system will confirm the payment 
method and begin the parking session. The status of this parking session will be 
automatically pushed to the enforcement software to ensure accurate enforcement.  
 
To take full advantage of this feature, the City will have to install LPR cameras throughout 
the non-gated parking garages that it controls so that every parking bay is monitored. 
Passport integrates with several LPR providers already and will be happy to suggest a 
provider if the City wishes to purchase new LPRs.  
 
An added bonus of this functionality is targeted enforcement. By utilizing LPR technology 
within an enclosed space, Passport’s system is able to detect exactly where a vehicle is 
located within the garage. If a parker is not registered with sPark and hasn’t otherwise 
initiated a parking session, Passport can send targeting information to the enforcement 
software after the City-specified grace period has expired.  
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Mobile Pay Station 

 
For gated garages and surface lots, Passport has created its Mobile Pay Station function. 
With this feature, a parker will take a ticket to enter the lot and raise the gated arm. Once in 
the lot, the parker will scan the ticket using the Passport application. After the ticket is 
scanned, the parker then selects which payment method they would like to use to pay for 
parking. When the parker leaves the garage they will insert their ticket as usual, but instead 
of having to pay, the machine will communicate with Passport’s app and charge the parker 
for the length of their stay. This Mobile Pay Station releases the parker from visiting a pay 
station before leaving or having to pull out a credit card when leaving.  

 
● Electrical Vehicle Charging. Comply.  

Passport’s system is built on an open API, making it easy to integrate with any other 
software providers in the City’s ecosystem. Most Electrical Vehicle Charging companies, like 
ChargePoint, charge for the parking session as opposed to charging for the actual charge, 
which would not require additional integration. However, if the City does charge the 
customer to use the charging station, Passport will integrate with any provider of the City’s 
choosing.  

● Event permit system, either via mobile payments for parking system (temporary 
event rate override of regular parking rates). Comply.  

Within OpsMan, the City will have access to Passport’s Rate Builder function. Rate Builder 
allows a City administrator to easily edit, add, or delete an existing rate structure as well as 
establish conditions for specific rates. 

If there is a special event in the City, the City will be able to set special rates for specific lots. 
From the OpsMan dashboard, the administrator will navigate to the “Events” tab and select 
either “Manage Venues” or “Manage Rates.” From this screen, the City will input information 
related to the event, including starting and ending date and time. The City will also have the 
option of make certain zones free during this time or accepting permits during the event. 
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This information will update in real time to the Passport Mobile Payment app and OpsMan, 
giving all parkers and parking enforcement officers access to the most recent rates.  

● Integrations with all major meter equipment, ticket software applications and 
sensor technology providers. Comply.  

Passport operates on an open API, meaning that it is able to integrate easily with almost any 
other software provider, including multi-space meters, parking enforcement, and sensor 
technology. Passport currently maintains integrations with more than 25 companies related 
to parking enforcement, LPR technology, and multi-space meters and will work with the 
City to add to this list. Additionally, Passport operates its own citation management solution, 
which the City can implement for the best experience for mobile payment and enforcement.  
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References 

 
 

 

Entity Name: Oak Park, Illinois 

Contact Name and Title: Jill Velan 

City and State: Oak Park, Illinois 

Phone: 708-358-5752 

Years Serviced: October 1, 2013 - Present 

Description of Services: Mobile Payment for Parking and Special Event Passes 

Annual Volume:  $132,000.00 (Passport’s annual volume of sales) 

 
 

 

Entity Name: Columbia, South Carolina 

Contact Name and Title: Paul Pendley 

City and State: Columbia, SC 

Phone: 803-545-4015 

Years Serviced: February 23, 2015 - Present 

Description of Services: Mobile Payment for Parking 

Annual Volume:  $144,000.00 (Passport’s annual volume of sales) 
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Entity Name: Asheville, North Carolina 

Contact Name and Title: Ken Putnam 

City and State: Asheville, North Carolina 

Phone: 828-259-5405 

Years Serviced: September 5, 2012 - Present 

Description of Services: Mobile Payment for Parking 

Annual Volume:  $42,000.00 (Passport’s annual volume of sales) 

 
 

 

Entity Name: University of Louisville 

Contact Name and Title: Gary Becker 

City and State: Louisville, KY 

Phone: 502-852-7221 

Years Serviced: September 10, 2013 - Present 

Description of Services: Mobile Payment for Parking  

Annual Volume:  $4,104.00 (Passport’s annual volume of sales) 

 
 

 

Entity Name: Newton, Massachusetts 
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Contact Name and Title: Jack Cowell 

City and State: Newton, Massachusetts 

Phone: 617-796-1082 

Years Serviced: June 15, 2016 - Present 

Description of Services: Mobile Payment for Parking 

Annual Volume:  $48,000.00 (Passport’s annual volume of sales) 

 
 

 

Entity Name: Lincoln, Nebraska 

Contact Name and Title: Wayne Mixdorff 

City and State: Lincoln, Nebraska 

Phone: 402-441-6097 

Years Serviced: September 2, 2014 - Present  

Description of Services: Mobile Payment for Parking 

Annual Volume:  $27,600.00 (Passport’s annual volume of sales) 

 
 
 
 

 

Entity Name: University of Nebraska 

Contact Name and Title: Dan Carpenter 

City and State: Lincoln, Nebraska 

Phone: 402-472-1800 

Years Serviced: July 23, 2014 - Present 

MOT 2017-7405 Page 81 of 180



78 

Description of Services: Mobile Payment for Parking 

Annual Volume:  $74,400.00 (Passport’s annual volume of sales) 

 
 

 

Entity Name: Weber State University 

Contact Name and Title: Crystal Taylor 

City and State: Ogden, Utah 

Phone: 801-626-7801 

Years Serviced: June 18, 2015 - Present 

Description of Services: Mobile Payment for Parking 

Annual Volume:  $3,000.00 (Passport’s annual volume of sales) 

 
 
 
 

 

Entity Name: Oregon State University 

Contact Name and Title: Mark Zandonella 

City and State: Corvallis, Oregon 

Phone: 541-737-8205 

Years Serviced: August 2, 2016 - Present 

Description of Services: Mobile Payment for Parking 

Annual Volume:  $3,000.00 (Passport’s annual volume of sales) 
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Entity Name: Tucson, Arizona 

Contact Name and Title: Donovan Durband 

City and State: Tucson, Arizona 

Phone: 520-791-5071 

Years Serviced: January 14, 2015 - Present 

Description of Services: Mobile Payment for Parking 

Annual Volume:  $48,000.00 (Passport’s annual volume of sales) 
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Pricing

Item Includes Price ($) 

Per Transaction Service 
and License Fee 

➔ Purchase of parking time, 
paid by the parker 

➔ Parking session extensions 

List Price: $0.35 
NCPA Discount 

Price: $0.25 

Pay by Phone Platform ➔ Android Application 
➔ iOS Application 
➔ Mobile-Optimized Pay 

Website 
➔ Unlimited ongoing upgrades 

and enhancements 

Included 

System Setup and Training ➔ Zone and rate setup 
➔ Rate testing  
➔ User role creation and setup 
➔ Remote training 

Included 

Access to OpsMan ➔ Real time access to active 
parking sessions 

➔ Access to 60+ reports 
➔ Ability to define users and 

roles 
➔ Unlimited Rate Builder access 
➔ Unlimited access to training 

videos and FAQs

Included 

Signage and Decals ➔ Aluminum signage deployed 
city-wide 

➔ Decals to place on existing 
meters and pay stations 

  Initial round of 
signs and decals 

included 

➔ Replacement signs 
➔ Replacement Decals 

List Price: $35.00* 
and $5.00*, 

respectively. 
NCPA Discount 

Price: $30.00* and 
$3.00* 

Activation of New 
Locations 

➔ Passport will provide tools 
and assistance for location 
additions

Included 
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API Library Access ➔ Unlimited access to the 35+ 
active integration Passport 
has completed

Included 

Client Technical Support & 
Maintenance 

➔ Unlimited support by email 
and phone 

Included 

Second and Third Tier User 
Technical Support 

➔ Unlimited support by email 
and phone 

Included 

* minimum order quantities apply.

Merchant Processing Costs: 

Passport's platform is flexible with regards to the merchant of record ("MOR"), allowing             
the Client to choose any merchant processor in the market. Passport is also a registered               
gateway and merchant processor itself. If the Client elects to use Passport as the MOR,               
all parking fees will be collected by Passport and kept with Passport's merchant bank.              
Every 30 days, Passport will remit to the Client their portion of the parking revenue (total                
revenue less transaction and merchant processing costs). Passport’s merchant         
processing rate is 2.9% + $0.30 per transaction.  

The Client may also elect to use a different MOR, in which case the Client will hold all                  
parking fees in their merchant bank, which will be deposited daily. In this scenario,              
Passport would invoice the Client each month for the transaction fees (convenience fee             
X number of transactions) and the City would be responsible for all merchant             
processing fees through its third party vendor. 

Custom Development: 

Any system-wide improvements or modifications made by Passport to the Software           
platform will be promptly provided to Provider and will automatically be subject to the              
terms of this Agreement. The Client may request new features or functionality to be              
built into the system, and, to the extent that Passport plans to incorporate such              
requested new features or functionality into the Software, Passport will develop such            
features and functionality at no cost to the Client. If the Client desires to expedite such                
development, Passport may, at its sole discretion, charge Provider an expedite fee of             
two hundred dollars ($200,00) per development hour necessary to develop the           
requested features or functionality. If the Client’s requested features or functionality are            
created for the Client’s use and not incorporated into the Software, Passport may, at its               
sole discretion, charge Provider custom development fee of two hundred and fifty            
dollars ($250,00) per hour for the development of such features or functionality and a              
monthly maintenance fee that will be mutually agreed between the Parties and            
reduced to a written addendum to this Agreement that the Parties must execute. 
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Warranty 

Passport will provide hosting for the Software in accordance with all local laws and              
regulations. Passport’s sole and exclusive obligation in the event of an error or             
interruption of the Software is to use Passport’s best efforts to restore or repair the               
Software as quickly as practicable.  

Passport will provide the Software with uptime of at least ninety-nine percent (99%)             
calculated over a rolling six-month period (“Uptime Guarantee”). For any month during            
which system uptime drops below the Uptime Guarantee, Passport will provide a billing             
credit in an amount equal to: the percentage difference between a) the lowest uptime              
reached at any point during the month (calculated on a rolling six month period) and b)                
the Uptime Guarantee multiplied by the total fees payable to Passport for such month.              
For example, if during a given month the Software uptime fell as low as ninety-five               
percent (95%) and during that month, the fees payable to Passport were one hundred              
dollars ($100.00), Passport would issue a billing credit of four dollars ($4.00). For the              
purposes of this Agreement, Uptime is defined as any period of time during which end               
users of the Software can use the Software to pay for parking, pay for mobile tickets, or                 
issue parking citations, as applicable. 
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Value Added Products and Services

Citation Management Platform 
Passport’s Citation Management Platform (“CMP”) delivers a flexible and dynamic solution to 
your parking system. Built on Passport’s industry-leading enterprise platform, the City can 
easily take advantage of cloud-based software technology to streamline services, reduce 
time and cost, and increase collection rates.  

Parking enforcement officers are able to see real-time information on lightweight mobile 
devices that automatically send data to backend software for a complete view of 
operations. Passport’s CMP is built on the Android operating system, which benefits the City 
in two ways: first, Android products are more cost effective than large, expensive handhelds 
or Apple products; and second, updates to the product do not require expensive hardware 
retrofits, nor does it take weeks for the app store to approve each update as Apple does. 
Passport’s commitment to continuous innovation leads to frequent enhancements and 
upgrades, pushing each update to the system in a matter of hours or days, depending on 
the needs of the City.  

Automated Process 

Ticket Issuance 
Passport’s ticket issuance software, OpsMan Mobile, is build on the Android Operating 
System. Parking enforcement officers are able to take advantage of lightweight mobile 
devices that are connected in real-time to the backend management portal. Each parking 
enforcement officer can have their own account and ticket flow can be configured to meet 
the specifications of the City.  

More than Just Issuance 
Passport’s Citation Management Platform offers both flexibility and efficiency to the City’s 
operations. No two operations are the same, so Passport designed its platform to adapt to 
each city’s unique requirements. The CMP offers the following robust feature set to help 
improve the CIty’s operations: 

● Monitoring and electronic chalking
● Issuance flow and data collection
● Reporting incidents in the field
● Adding custom notes and pictures to violations
● Formatting and content of printed violations
● Real time notifications for scofflaw, boot, and tow eligibility
● Reprinting tickets in the field
● Automatic generation of delinquency notifications
● A Mobile friendly payment portal
● A complete appeals process
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Flawless Integration 
Passport seamlessly integrates with a variety of systems and fully supports the 
implementation process with a dedicated expert team of engineers. Using real-time and 
batching capabilities, Passport’s CMP integrates easily with other systems to allow for 
continuous development of new integrations and to meet the future needs of the City’s 
operations.  
 
Increase Collection Yield 
 
Real Time Data 
All parking data housed in the Passport system is available in real time, giving the City 
complete confidence in monitoring mobile and meter payments and dramatically reducing 
the time it takes to manage handwritten processes.  
 
Once a violation is issued, all information is uploaded immediately and made available for 
payment. This means that violators are able to view and pay their violations quickly. Ease of 
payment means more violations are paid in a timely, efficient manner.  
 
Data Analytics 
 
With a cloud-based backend system, the City gets full access to the wealth of data 
generated when issuing citations. Reports can be run giving a 50,000 foot view of all 
transactions in the last year or drilling down to a single parking enforcement officer’s 
activities in a particular lot on a particular day. The reports can be scheduled to run daily, 
weekly, or monthly, giving the City a constant view of the current state of operations. With 
all of this data at your fingertips, the City can make decisions backed by a wealth of data 
and analytics.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

MOT 2017-7405 Page 88 of 180



85 

Mobile Payment for Transit 
Passport’s mobile ticketing solution is an enterprise platform providing agencies with mobile 
technology that improves the rider experience, allowing riders to plan, track, and pay for 
their trip in one simple, secure app. Eliminate the need for costly hardware and gain deep 
insights into rider patterns with data analytics. Transit agencies can choose between visual 
inspection of rider’s tickets or Passport can easily integrate with a variety of hardware 
partners.  
 
Mobile Ticketing for Smart Cities 
 
The Agency’s point of sale is now everywhere riders are. Mobile ticketing is a cost effective 
solution that brings speed and efficiency to the system, while delivering easy and simple 
solutions customers have come to expect in a mobile world.  
 
Plan. Track. Pay. 
With Passport’s mobile ticketing technology, the entire transportation experience is at each 
rider’s fingertips. Riders can plan their trip, track their travel options in real time, and 
complete ticket purchases all from their smartphone.  
 
When a rider first opens the app, they will be greeted with a native map that is designed to 
help those riders that are in a rush, need help finding the best route to their destination, or 
don’t want to register with the app immediately. The following is a walkthrough on how 
Passport has addressed the needs of riders: 
 Plan: Passport is integrated with Google Transit, whereby the rider will enter their 
start and end destination and Google Directions will return available route options. Riders 
will then plan their route, including walking, transit route, and travel time to meet their 
individual needs.  
 Track: Passport integrates with your system’s pre-existing real-time feed to provide a 
real-time bus location overlay on top of Google Maps. Riders will use this information to 
determine where their bus is currently and when it will arrive at their destination.  
 Pay: Once the rider has planned and tracked their mode of transportation, they will 
also be able to purchase the ticket directly from their smartphone. The tickets will be stored 
in the rider’s “Ticket Manager” until they are used or expire. Once the ticket is validated by 
the transit agency or expires, the ticket will no longer be available in the Ticket Manager.  
 
Registration 
All Passport solutions are configured so that the user receives all pertinent information prior 
to purchasing anything. Potential riders are able to plan and track their trip before they are 
ever prompted to pay. When a rider decides to purchase a ticket using the Passport app, 
they will be asked to enter payment information. This information will be tokenized and 
encrypted for security purposes, but will remain associated with the account, allowing the 
rider to have a seamless experience the next time they opt to purchase a ticket through the 
app.  
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Ticket Manager 
After a ticket is purchased, it will be accessible in Ticket Manager along with all other active 
tickets. Each available ticket will show up in a list format. When a rider selects a ticket to 
use, they will be prompted to confirm that ticket, thereby reducing the number of 
unintentionally activated tickets. Once the ticket has been validated or time has expired, the 
ticket will no longer be available within Ticket Manager.  
 
Fare Validation 
Passport’s Mobile Payment for Ticketing app allows for both visual and electronic validation. 
Each ticket will have a dynamic QR code and time and date stamps. The Agency can elect 
to validate tickets through visual inspection, where a fare inspector will confirm the moving 
QR code, the current date and time, and the fare type (i.e., student or senior citizens). If the 
Agency has the appropriate hardware, the Passport app is equipped with QR code, BLE, and 
NFC scanning capabilities. Currently, NFC scanning is only available through Android 
devices. The electronic validator can either be mounted or handheld, allowing the fare 
inspector to walk throughout the vehicle, validating individual tickets.  
 
Passport’s electronic validation has been tested and approved to perform transactions in 
under 500ms. Additionally, Passport’s system can handle over 2 billion transactions per year, 
with no impact on performance. All Passport systems are designed for continuous 
performance, ensuring that every user has a consistently positive experience.  
 
Eligibility Programs 
Strengthen rider loyalty and grow ridership with flexible eligibility programs. Easily integrate 
the Agency’s existing programs and offer riders only the passes they are eligible to 
purchase. Passport’s mobile program options help reduce fraud so that riders cannot share 
passes. Best of all, the Agency can quickly set up programs and fare types and see data on 
purchase volumes by program.  
 
Data Analytics 
Through Passport’s backend system, Operator Management (“OpsMan”), the Agency will 
have access to a powerful SaaS data and operations tool that empowers decision makers 
with business intelligence.  
 Better Communication: Send updates, notifications, schedules, and advertising to 
riders. Agencies can gain feedback from riders, creating a continuous feedback loop for 
future improvements.  
 Better Control: Passport’s flexible platform allows the Agency to make changes in 
the system in real-time. Easily create and edit fare structures, eligibility programs, and 
manage roles from one central dashboard.  
 Unified View of Operations: Gain insights with accurate reporting for increased 
efficiency and improved ROI. Everything is in the Agency’s control, including customized 
configurations based upon the Agency’s unique policies.  
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Required Documents 
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Passport in the News 
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Training Materials  

 

New Client Launch Training Guide - Mobile Pay 

Client:     
Client Success Manager:  
Launch Date:    
 
Welcome to Mobile Pay! 
Thank you so much for letting us serve your parking community! We are excited for your 
Mobile Pay app to launch soon. Our client success team consists of customer support 
specialists who assist with parker inquiries and our technical help desk who assist with client 
inquiries on technical issues with our platform.  
 
As your Client Success Manager, I will serve as your main point of contact going forward for 
all account related questions. To ensure a successful launch, this training will cover your 
front-facing user mobile application and the back-end system we call OpsMan. We have a 
lot to cover, so let’s get started! 
 

Mobile Application Review 
Training Date: 

1. Downloading the mobile app to your phone or tablet: visit the App store on Apple 
devices and Google Play on Android devices and search ‘Passport Inc’ to find your 
app (generic or white labeled). Follow the instructions for installation. 

 
2. Creating  a new user account: Click ‘sign up’ to start a new user account. Accept 

Terms & Conditions. 
❏ Login Selection - A new parker can choose to sign-up with their phone, email 

or facebook account. We recommend referring customers to sign up with 
email so that you can also send them promotional e-mails or announcements. 
The user will receive a verification code to identify them in the the system. 
They will also set a security pin for future logins. 

 
3. Starting a new session: The parker can now pay for their parking session. Parkers 

can pay for multiple parking sessions simultaneously by starting each new session in 
the menu. 
❏ Enter zone - The parker can enter the zone number located on the signs 

provided near the space.  Zones in which a parker has recently parked will 
also show at the bottom of the screen. 
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❏ Enter space or License Plate (LPN)- The parker will enter the space number 
listed in the stall (for space-based) or LPN for (plate-based). This will also 
show the parker the rate.  

❏ Length of stay - The parker can select from the maximum allowed time for 
the space or they can select time in increments (if the zone allows). 

 

 
 

4. Payment: The parker can choose to pay via the following options:  
❏ Wallet (for clients with Wallet option) - allows the parker to carry a balance 

form which parking fees will be deducted. Parkers will have simplified credit 
card billing and can also receive possible discounts and offers set by the 
client. 

❏ Credit/Debit Card - The parker can add several credit or debit cards.  Once a 
card is entered the first time, the card will be saved for future sessions. 

❏ Validation - The parker may enter coupon codes offered by the client or local 
businesses. 

❏ PayPal - The parker can link their PayPal account. 
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5. Reviewing an Active Session: Upon confirmation, the parker’s session will begin.  
The parker has several options while in an active session. 
❏ Zone Info - Provides rate and location information. 
❏ Extending Time - Allows the parker to extend time without returning to the 

space 
❏ Stop Parking - Allows the parker to end their parking session and free up the 

space for another parker.  
❏ Expiration alert - The parker will receive an alert when their parking session is 

near expiration and can have the option extend. 
 

 
 
 

Please note:  
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❏ The time on the clock may be less than the time purchased.  Parking time 
sessions start upon the initiation of the transaction when they view the rate. 
The maximum time allowed may be less than the the set time if a parker 
starts a session close to the ending time of the zone. 

❏ On street meter may not match. Parkers should also note that the parking 
meters may not reflect the purchased time and instead, will be reflected via 
mobile phone to enforcement officers.  

❏ Transactions will not show until they are settled. Credit card charges won’t 
show and a receipt will not be emailed until the parking session is over. 

 
6. Parker Options and Settings: Here are some additional features a parker may be 

interested in: 
❏ Find Parking (for applicable clients) - A parker can use this option to find 

parking near a zone, address or landmark. 
❏ Parker History - A parker can review all of their past transactions. They can 

also email their receipts from here and also dispute tickets via a form emailed 
to the operator. 

❏ Profile - The parker’s passport ID and contact information. 
❏ Payment - The parker can add and delete new credit cards. 
❏ Options - The parker can select receiving reminders, reminder sound and 

emailed receipts 
❏ Wallets (for clients with wallet option) - The parker can manage the funds in 

their wallet. 
❏ Vehicles - The parker can save their vehicle information, particularly useful for 

‘Pay by LPN’. 
❏ Logout - The parker can log out of the app and will need to enter their pin 

upon next login. 

 
 

7. Help: Here are some of our resources for parkers to receive help: 
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❏ Send Bug Report - This form will allow parkers to submit bugs and 
descriptions directly to our development team. This is important for clients 
and end users to show us exactly the root cause of issues you may see in the 
appl. 

❏ FAQ - Our on screen help provides answers to the most common questions, 
that we’ve also answered in this training. These can also be found our 
company website: https://passportinc.com/consumers/ 

❏ Help Desk - Parkers will be able to call our help desk via a button in the app. 
❏ Terms & Conditions and Privacy Policy: full text of these policies are available 

for review. 

 
 
 

Operations Management Web Platform (OpsMan) 
Training Date:  

1. Introduction: Our Operations Management web platform is your backend portal for 
all administrative, support and reporting tasks. All data in the system is synced in real 
time with the mobile application. You can enter with the username (email) and temp 
password provided by your CSM. 
❏ The OpsMan Web Address is https://ppprk.com/park/. We suggest you 

favorite in your browser. 
❏ Along the top are the various functions you have access to as an 

administrator. We will review each of these in detail. 
❏ You also have access to our KnowledgeBase where we will have content to 

guide you through common tasks in this system.  
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2. Setup: (for trainer only, not visible to client)  this tab provides details of the 

organization’s specific setup such as zones, space rates, restrictions, notifications, 
etc. This is where you can see the parameters of your specific buildout. 

 
3. Users: In this tab, you will setup the users in your team who will have access to this 

system, as well as what they are allowed to see by assigning user roles. 
❏ User Roles - This allows the organization to assign only the areas each user 

needs access to. You can also assign multiple roles to each user. 
❏ To create a new user role - To create a new role, you’ll type in the role 

name. You’ll then elect the privileges that role should have (i.e. 
reporting, OpsMan Mobile, ticketing) and save. The new role will be in 
the drop down menu under users. 

❏ Role Management - Some common roles for clients we may suggest 
include: 
❏ Administrator (owner of the system within your organization 

and full access) 
❏ Finance (users interested in financial reporting including 

revenue, transaction details) 
❏ Support (users that may receive inquiries from parkers) 
❏ Tech 

❏ Users - This is the list of everyone who has access to your system. To create a 
new user, click the button ‘create new user’ and fill in their email address, 
name, nickname (such as initials) and  set their permissions and set a 
temporary password.  You can then save this as a new user. 
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❏ Assignable Privileges (for trainer only) - These are brief descriptions of what 
privileges can be given to users. 
❏ Users - allows a user to manage other users and roles 
❏ Reports - allows a user to access financial and customer reports. 
❏ Monitor - allows a user to review a live feed of parking sessions by 

zone. 
❏ Zone Cash - allows a user to create, modify or delete offers and 

refund wallets 
❏ Customer Support - allows a user to provide support to customers 

with ability to look up individual customer data 
❏ Setup - provides details of the organization’s specific setup such as 

restrictions 
❏ Events - allows a user to create specific parking rules for limited time 

events 

 
4. Customer Support: this tab allows a user the ability to look up individual customer 

data 
❏ Support - allows a user to to look up all individual customer data 
❏ Zone Lookup - allows a user to look up the information for individual zones 

including maximum parking time restrictions, location and particular notes 
about the zone (i.e. under construction). 

❏ Push Notifications - allows a user to send notifications to all users signed up 
for Mobile Pay or to send to specific users, including a custom title and 
message. 
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5. Monitor: this tab allows a user to review a live feed of parking sessions by zone. 
❏ Monitor - in this section, a user in OpsMan can see live parking sessions by 

zone as indicated by: 
❏ Yellow (NE) - Coming close to expiring their session 
❏ Green (AS) - a currently active parking session 
❏ Blue (PF) - Paid but free 
❏ Red (UP) - Unpaid but Occupied (including expired sessions) 

❏ Live Feed - this option is only available to clients with citation management 
 

6. Wallet (if applicable): this tab is where to manage your organization’s wallets if they 
are offered to customers.  Here you can create, modify or delete offers.  
❏ To create a new offer - Click ‘create a new offer.’ Enter the information 

including what you want to name the offer, start date, expiration date, the 
offer type (simple or complex), the price to buy the offer (what the parker 
pays), the value of the offer (what the parker buys)  and a brief description. 
❏ For a simple offer, (which is actually more complex!),  you will be able 

to include the recharge data including the threshold, minimum to 
recharge, increment steps and max recharge. 
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7. Events: this is to create a one-time event with a special rate that will impact the 
zones specified (i.e. festivals, game days). The user will need to include the event 
title, event dates and times, the new rate and the rate start time (which may differ 
from the event start time).  You can also allow free parking through the event if 
parked before the start rate time and permit parking. 
 

8. Reports: this tab provides access to all the various types of reporting available. 
Reports can also be  downloaded.  Here are the most common: 
❏ Financial > Transaction Report - Includes data such as transaction revenue, 

convenience revenue, net revenue, transaction count and average transaction 
amount. This report can be scheduled for email delivery. 

❏ Financial > Daily Total Revenue - Includes a bar graph of the same data as 
transaction report 

❏ Financial > Summary Zone - Includes same data as Transaction Report, split 
by zone 

❏ Customer > User - Includes data such as # of new customers, # of unique 
customers, total transactions, wallet fund transactions, # of wallets, # of 
deactivated accounts and # of active accounts. 

❏ Merchant report 
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Next Steps 
1. Practicing with OpsMan: we recommend spending time after this training to review 

the tabs we discussed and to try running reports. This will help you get comfortable 
with where things are and to start setting up reports you’d like to see more regularly. 

2. Reviewing your setup: while you are practicing with the system, please review your 
setup to ensure the system is set to your requirements including zones, rates and 
restrictions.  Should you find anything does not match your requirements, please 
contact me immediately. 

3. Marketing to your parking community: spread the word! If you haven’t already, you 
will receive your marketing materials ordered at the time of implementation 
according to the package you selected. Please ensure all materials reflect the 
correct information and start distributing this material, including proper signage as 
soon as possible. 

4. Staying in touch: As a reminder, I am available for any account related questions. If 
you’re not sure where to send an inquiry, you can feel free to reach out to me and I 
can re-direct to the right team. 
 

 
Happy Parking! Looking forward to a great partnership. 
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SECTION 1 
 

INDEPENDENT SERVICE AUDITOR’S REPORT 
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INDEPENDENT SERVICE AUDITOR’S REPORT 

ON A DESCRIPTION OF PASSPORT’S SYSTEM AND  
THE SUITABILITY OF THE DESIGN AND OPERATING EFFECTIVENESS OF CONTROLS  

 
To Passport: 
 
We have examined Passport’s (or ‘the Company’) description of its Mobile Pay Transaction System at its 
Charlotte, North Carolina location for processing user entities’ transactions for the period January 1, 2015 
through November 30, 2015, and the suitability of the design and operating effectiveness of controls to 
achieve the related control objectives stated in the description.  The description indicates that certain control 
objectives specified in the description can be achieved only if complementary user entity controls 
contemplated in the design of Passport’s controls are suitably designed and operating effectively, along 
with related controls at the service organization.  We have not evaluated the suitability of the design and 
operating effectiveness of such complementary user entity controls. 
 
Passport uses Twilio for IVR and SMS Communication, Amazon AWS for third party cloud computing 
provider, and Authorize.net for payment gateway service provider (“subservice organizations”).  The 
description in Section 3 includes only the controls and related control objectives of Passport and excludes 
the control objectives and related controls of the subservice organizations.  Our examination did not extend 
to controls of the subservice organizations. 
 
In Section 2 of this report, Passport has provided an assertion about the fairness of the presentation of the 
description and suitability of the design and operating effectiveness of the controls to achieve the related 
control objectives stated in the description.  Passport is responsible for preparing the description and for 
the assertion, including the completeness, accuracy, and method of presentation of the description and the 
assertion, providing the services covered by the description, specifying the control objectives and stating 
them in the description, identifying the risks that threaten the achievement of the control objectives, 
selecting the criteria, and designing, implementing, and documenting controls to achieve the related control 
objectives stated in the description. 
 
Our responsibility is to express an opinion on the fairness of the presentation of the description and on the 
suitability of the design and operating effectiveness of the controls to achieve the related control objectives 
stated in the description, based on our examination.  We conducted our examination in accordance with 
attestation standards established by the American Institute of Certified Public Accountants.  Those 
standards require that we plan and perform our examination to obtain reasonable assurance about whether, 
in all material respects, the description is fairly presented and the controls were suitably designed and 
operating effectively to achieve the related control objectives stated in the description for the period January 
1, 2015 through November 30, 2015. 
 
An examination of a description of a service organization’s system and the suitability of the design and 
operating effectiveness of the service organization’s controls to achieve the related control objectives stated 
in the description involves performing procedures to obtain evidence about the fairness of the presentation 
of the description and the suitability of the design and operating effectiveness of those controls to achieve 
the related control objectives stated in the description.  Our procedures included assessing the risks that 
the description is not fairly presented and that the controls were not suitably designed or operating 
effectively to achieve the related control objectives stated in the description.  Our procedures also included 
testing the operating effectiveness of those controls that we consider necessary to provide reasonable 
assurance that the related control objectives stated in the description were achieved.  An examination 
engagement of this type also includes evaluating the overall presentation of the description and the 
suitability of the control objectives stated therein, and the suitability of the criteria specified by the service 
organization and described in Section 2.  We believe that the evidence we obtained is sufficient and 
appropriate to provide a reasonable basis for our opinion. 
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Because of their nature, controls at a service organization may not prevent, or detect and correct, all errors 
or omissions in processing or reporting transactions.  Also, the projection to the future of any evaluation of 
the fairness of the presentation of the description, or conclusions about the suitability of the design or 
operating effectiveness of the controls to achieve the related control objectives is subject to the risk that 
controls at a service organization may become inadequate or fail. 
 
In our opinion, in all material respects, based on the criteria described in Passport’s assertion in Section 2 
of this report, 

 the description fairly presents the system that was designed and implemented for the period 
January 1, 2015 through November 30, 2015. 

 the controls related to the control objectives stated in the description were suitably designed to 
provide reasonable assurance that the control objectives would be achieved if the controls operated 
effectively for the period January 1, 2015 through November 30, 2015 and user entities applied the 
complementary user entity controls contemplated in the design of Passport’s controls for the period 
January 1, 2015 through November 30, 2015. 

 the controls tested, which together with the complementary user entity controls referred to in the 
scope paragraph of this report, if operating effectively, were those necessary to provide reasonable 
assurance that the control objectives stated in the description were achieved, operated effectively 
for the period January 1, 2015 through November 30, 2015. 

 
The specific controls tested and the nature, timing, and results of those tests are listed in Section 4. 
 
This report, including the description of tests of controls and results thereof in Section 4, is intended solely 
for the information and use of Passport, user entities of Passport’s system during some or all of the period 
January 1, 2015 through November 30, 2015, and the independent auditors of such user entities, who have 
a sufficient understanding to consider it, along with other information including information about controls 
implemented by user entities themselves, when assessing the risks of material misstatements of user 
entities’ financial statements.  This report is not intended to be and should not be used by anyone other 
than these specified parties. 

 
January 12, 2016 
Tampa, Florida 
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SECTION 2 
 

PASSPORT’S ASSERTION 
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Passport's Assertion 
 
January 12, 2016 
 
We have prepared the description of Passport’s Mobile Pay Transaction System for user entities of the 
system during some or all of the period January 1, 2015 through November 30, 2015, and their user auditors 
who have a sufficient understanding to consider it, along with other information, including information about 
controls implemented by user entities of the system themselves, when assessing the risks of material 
misstatements of user entities’ financial statements.  We confirm, to the best of our knowledge and belief, 
that: 
 

a. The description fairly presents the Mobile Pay Transaction System made available to user 

entities of the system during some or all of the period January 1, 2015 through November 30, 

2015 for processing their transactions.  The criteria we used in making this assertion were that 

the description: 

 

i. presents how the system made available to user entities of the system was designed and 

implemented to process relevant transactions, including: 

 

(1) The types of services provided including, as appropriate, the classes of transactions 
processed. 
 

(2) The procedures, within both automated and manual systems, by which services are 
provided, including, as appropriate, procedures by which transactions are initiated, 
authorized, recorded, processed, corrected as necessary, and transferred to reports 
and other information prepared for user entities. 
 

(3) The related accounting records, supporting information, and specific accounts that are 
used to initiate, authorize, record, process, and report transactions; this includes the 
correction of incorrect information and how information is transferred to the reports and 
other information prepared for user entities. 
 

(4) How the system captures significant events and conditions, other than transactions. 
 

(5) The process used to prepare reports and other information for user entities. 
 

(6) The specified control objectives and controls designed to achieve those objectives, 
including as applicable, complementary user entity controls contemplated in the design 
of the service organization’s controls. 
 

(7) Other aspects of our control environment, risk assessment process, information and 
communication systems (including related business processes), control activities, and 
monitoring controls that are relevant to processing and reporting transactions of user 
entities of the system. 
 

ii. does not omit or distort information relevant to the scope of the Mobile Pay Transaction 

System, while acknowledging that the description is prepared to meet the common needs 

of broad range of user entities of the system and the independent auditors of those user 

entities, and may not, therefore, include every aspect of the Mobile Pay Transaction 

System that each individual user entity of the system and its auditor may consider important 

in its own particular environment. 
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b. The description includes relevant details of changes to the service organization’s system during 

the period covered by the description when the description covers a period of time. 

 

c. The controls related to the control objectives stated in the description were suitably designed 

and operated effectively for the period January 1, 2015 through November 30, 2015 to achieve 

those control objectives.  The criteria we used in making this assertion were that: 

 

i. the risks that threaten the achievement of the control objectives stated in the description 

have been identified by the service organization; 

 

ii. the controls identified in the description would, if operating as described, provide 

reasonable assurance that those risks would not prevent the control objectives stated in 

the description from being achieved; and 

 

iii. the controls were consistently applied as designed, including whether manual controls 

were applied by individuals who have the appropriate competence and authority. 

 
 
 
 
 
 
 

Bob Youakim 
Managing Partner 
Passport  
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SECTION 3 
 

DESCRIPTION OF THE SYSTEM PROVIDED 
BY THE SERVICE ORGANIZATION 
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OVERVIEW OF OPERATIONS 

Company Background 

Passport (or the “Company”) is a private company, headquartered in Charlotte, North Carolina.  Passport 
offers a fully integrated cloud-based parking management and payment solution to its customers through 
the Internet and mobile application.   The Passport mobile application provides the ability to pay for parking 
from a mobile phone. Payments are accepted through e-commerce via the Internet or mobile devices, 
including phone and text orders.  The system also provides the ability for validation at checkout. The 
application also provides parking validation functionality allowing parking management companies to create 
custom parking validations, manage their funds, and monitor any activity. Parking management companies 
gain total control of all parking activity with real-time reporting and logs of each transaction. 

Description of Services Provided 

Passport offers a fully integrated cloud-based parking management and payment solution to its customers 
through the Internet and mobile application.    
 
Business Role with Payment Cards 
 
Passport receives card-not-present orders through their hosted online website and mobile ordering 
application.  Customers “parkers” input payment card data at the time of account registration.  Upon 
completion of the registration process, customers pay for their parking with the stored payment card data 
and are not required to submit new payment data each time they pay for parking.  Passport provides a 
secure application payment interface for the customer registration process.  Passport receives the payment 
information through the web or mobile interface.  
 
Passport also provides text and interactive voice response (“IVR”) system interfaces as well.  The pay via 
text process allows you to pay via texting the zone and space number to a phone number. This starts the 
parking booking process with credit card you have on file. The pay via voice process asks for zone number 
and space number and allows customer to change their credit card information via an IVR.  
 
Passport uses service provided by Twilio, Amazon AWS, and Authorize.Net for the following services.  
Passport uses Twilio for IVR and SMS communication.  Passport uses the services of Amazon AWS as a 
third party cloud computing provider that houses all Passport cardholder data and cloud computing space.  
Authorize.Net is a payment gateway service provider allowing merchants to accept credit card and 
electronic check payments through their Web site and over an IP (Internet Protocol) connection. This 
description does not include the control objectives and related controls of the Subservice Organizations. 
 
Service Fee Implementation 
 
Passport’s business customers utilize the online and mobile parking application to provide parking payment 
solutions to parkers.  Business customers must set up an account with Passport to offer the online and 
mobile services for the parking locations owned by the business customers.  As part of the account setup 
process, Passport completes an Implementation Checklist which includes details regarding the parking 
locations, spaces, times, and service fees.  Service fees depend on the location, space, and time of the 
park.  Rates can fluctuate to reflect current events, early park discounts, premium parking locations, 
standard rates, among other things.  The Implementation Checklist is utilized to ensure the variables in the 
setup of the account, and the related service fees, are accurate.  Confirmation of the accurate setup of new 
customer accounts, which includes the accurate service fee implementation, is received prior to customer 
account go-live.  Access to make changes to the customer service fees is limited to authorized personnel 
within Passport.  Business customers also have the ability to set up service fees after the initial account 
setup process.      
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Wallet Loading 

 
Passport offers parkers the ability to purchase a wallet.  A wallet allows the parker to pay a specific dollar 
amount which is credited to their wallet.  Each time the parker purchases a space to park, the transaction 
amount for that space is deducted from the wallet.  Notification of parker charges are communicated to the 
parker prior to the transaction processing.  As part of the account setup process, Passport processes test 
transactions through the account. Test transactions are reviewed to ensure they are processed through the 
parker wallets accurately and timely.  Test transactions are a step within the Implementation Checklist prior 
to the go-live date.  Access to make changes to parker wallets is limited to authorized personnel within 
Passport. 
 
Transaction Processing and Operator Reporting 
 
Passport provides operator reports and transaction details of all parker activity to the business customers 
for their respective parking locations.  Operator reports and the related transaction details are available to 
business customers on a real-time basis.  Business customers can access their reports through their 
accounts with Passport.  These reports are utilized by business customers to reconcile charges to their 
accounts and the funds posted to their bank accounts.  Funds are posted to the business customer’s bank 
accounts on a daily basis.  During the account setup process, business customers are involved in 
reconciling test transactions.  Errors in reporting, whether it is during the account setup process or during 
live processing of transactions, are communicated to Passport and researched and resolved by the Support 
team.  Passport also monitors transaction processing on a daily basis.  Errors are posted real time and are 
recorded on a log.  The log is reviewed by members of the Support team on a daily basis.  If errors have 
occurred, they are reviewed and resolved the same day. 

CONTROL ENVIRONMENT  

Integrity and Ethical Values 

The effectiveness of controls cannot rise above the integrity and ethical values of the people who create, 
administer, and monitor them. Integrity and ethical values are essential elements of the Organization’s 
control environment, affecting the design, administration, and monitoring of other components. Integrity and 
ethical behavior is the product of Company’s ethical and behavioral standards, how they are communicated, 
and how they are reinforced in practices. They include management’s actions to remove or reduce 
incentives and temptations that might prompt personnel to engage in dishonest, illegal, or unethical acts. 
They also include the communication of entity values and behavioral standards to personnel through policy 
statements and codes of conduct, as well as by example.  
 
Specific control activities that the service organization has implemented in this area are described below: 

 Organizational policy statements and codes of conduct are documented and communicate entity 
values and behavioral standards to personnel. The employee policy and procedures manual 
contains organizational policy statements and codes of conduct to which employees are required 
to adhere 

 Policies and procedures require that employees sign an acknowledgment form indicating that they 
have been given access to the employee manual and understand their responsibility for adhering 
to the policies and procedures contained within the manual 

 A confidentiality statement agreeing not to disclose proprietary or confidential information, including 
client information, to unauthorized parties is a component of the employee handbook 

 Background checks are performed for employees as a component of the hiring process. Credit 
checks are performed for back office employees as a component of the hiring process 
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Commitment to Competence 

Company’s management defines competence as the knowledge and skills necessary to accomplish tasks 
that define employees’ roles and responsibilities.  Management’s commitment to competence includes 
management’s consideration of the competence levels for particular jobs and how those levels translate 
into the requisite skills and knowledge.  
 
Specific control activities that the service organization has implemented in this area are described below: 

 Management has considered the competence levels for particular jobs and translated required 
skills and knowledge levels into written position requirements 

 A training program has been developed to maintain the skill level of personnel in certain positions 
 

Executive Participation 

The Company’s executives have the ultimate responsibility for overseeing the business policies of the 
service organization. The executive team, composed of internal business partners, meets to discuss 
matters pertinent to the Company’s operations and to review financial results. 

Management’s Philosophy and Operating Style 

Company’s management philosophy and operating style encompass a broad range of characteristics. Such 
characteristics include management’s approach to taking and monitoring business risks, and 
management’s attitudes toward information processing, accounting functions and personnel.  
 
Specific control activities that the service organization has implemented in this area are described below: 

 Management is periodically briefed on regulatory and industry changes affecting the services 
provided 

 Management meetings are held on a regular basis to discuss major initiatives and issues that 
impact the business as a whole.  It is expected that management members are prepared to provide 
clear and concise updates 

 

Organizational Structure and Assignment of Authority and Responsibility 

The Company’s organizational structure provides the framework within which activities for achieving 
objectives are planned, executed, controlled and monitored. The organizational structure described below 
details the departments of the service organization that provide Mobile Payment Services for its clients. 
The structure provides for an adequate segregation of duties as well as clearly defined areas of 
responsibility.  
 

Department Description 

Information 
Technology 

The Information Technology (“IT”) Staff is responsible for activities associated 
with developing, maintaining and supporting critical data processing systems. 
The organizational structure of the Information Technology staff provides 
segregation of duties between client services, systems programming, application 
programming, computer operations, physical and logical security access and 
documentation 

Operations The Operations Staff is responsible for day-to-day collection activities, hiring, 
training, and quality assurance. The Operations Staff is also responsible for 
setting and sustaining client and the service organization’s goals 

Administrative The Administrative Staff is responsible for receiving, identifying, posting and 
depositing all payments received each day in a timely and accurate manner. The 
Administrative Staff also documents all incoming correspondence.  They also 
ensure that all required licensing is obtained and current 
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Human Resources Policies and Practices 

Company’s success is founded on sound business ethics, reinforced with a high level of efficiency, integrity, 
and ethical standards. The result of this success is evidenced by its proven track record for hiring and 
retaining top quality personnel, from the collectors who contact the individuals to the management team 
who ensures the service organization is operating at maximum efficiency. 
 
Upon being hired, new employees are issued an employee packet documenting various procedural and 
administrative matters, which is then discussed during the new hire orientation program. Human Resources 
creates and ensures adherence to policies, which include but are not limited to Employment, Non-
Disclosure, Employee Status, Timekeeping and Payroll, Work Conditions and Hours, Employee Conduct 
and Disciplinary Action, and Employee Benefit Programs.  Employees sign off on policies which include but 
are not limited to Employee Conduct and Work Rules, Company Privacy Policy, and Collection Regulations 
and Rules of Conduct. 
 
Management checks trustworthiness and reliability for all personnel prior to employment through pre-
screening procedures.  Standard pre-screening interviews and testing are conducted by the in-house 
recruiting department.  Background investigations are performed by the recruiter through an FCRA-
regulated vendor.   
 
In addition, the Human Resources department administers the Information Security/Privacy Policies for all 
employees, which addresses the sensitivity of customer information and how the service organization 
safeguards this information. Employees are required to sign acknowledgement forms, which are kept in the 
Personnel files maintained by the Company. 
 
Company Management follows a standard exit procedure for all personnel leaving employment or changing 
job roles or location.  This procedure includes notifying the relevant management team, communicating 
official termination procedures, notifying the IT department to review all relevant access within the systems, 
returning all company property, including company books, materials, keys, ID badges, computers, cell 
phones, and any other company owned items. 

RISK ASSESSMENT 

Passport has placed into operation a risk assessment process to identify and manage risks that could affect 
the organization's ability to provide reliable transaction processing for user organizations.  This process 
requires management to identify significant risks in their areas of responsibility and to implement 
appropriate measures to address those risks.  
 
Risks that are considered during management’s risk assessment activities include the following: 

 Changes in operating environment 

 New personnel 

 New or revamped information systems 

 Rapid growth 

 New technology 

 New accounting pronouncements 
 
Management’s recognition of risks that could affect the organization’s ability to provide reliable transaction 
processing for its user organizations is generally implicit, rather than explicit.  Management’s involvement 
in the daily operations allows them to learn about risks through direct personal involvement with employees 
and outside parties, thus reducing the need for formalized and structured risk assessment processes. 
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CONTROL OBJECTIVE AND RELATED CONTROL ACTIVITIES 

Integration with Risk Assessment 
 
Along with assessing risks, Passport has identified and put into effect actions needed to address those 
risks. In order to address risks, control activities have been placed into operation to help ensure that the 
actions are carried out properly and efficiently. Control activities serve as mechanisms for managing the 
achievement of those objectives. 
 
Selection and Development of Control Activities Specified by the Service Organization  
 
Control activities are a part of the process by which Passport strives to achieve its business objectives. 
Passport has applied a risk management approach to the organization in order to select and develop control 
activities. After relevant risk have been identified and evaluated, controls are established, implemented, 
monitored, reviewed and improved when necessary to meet the overall objectives of the organization.  
 
Passport’s control objectives and related control activities are included in Section 4 (the “Testing Matrices”) 
of this report to eliminate the redundancy that would result from listing the items in this section and repeating 
them in the Testing Matrices. Although the control objectives and related control activities are included in 
the Testing Matrices, they are, nevertheless, an integral part of Passport’s description of the data center 
services system. 
 
The description of the service auditor’s tests of operating effectiveness and the results of those tests are 
also presented in the Testing Matrices, adjacent to the service organization’s description of control 
activities.  The description of the tests of operating effectiveness and the results of those tests are the 
responsibility of the service auditor and should be considered information provided by the service auditor. 

MONITORING 

Passport's management performs monitoring activities in order to continuously assess the quality of internal 
control over time. Monitoring activities are used to initiate corrective action through personnel meetings, 
client conference calls, and informal notifications. Monitoring activities are conducted on a continuous basis 
and necessary corrective actions are taken as required to correct deviations from company policy and 
procedures.  
 
Management’s direct involvement in key operations facilitates identifying significant variances from 
expectations regarding internal controls. Management immediately evaluates the specific facts and 
circumstances related to any suspected control breakdowns. A decision for addressing any control's 
weakness is made based on whether the incident was isolated or requires a change in the company’s 
procedures or personnel.  

INFORMATION AND COMMUNICATION SYSTEMS 

Information Systems 

Passport employs an internally developed application, which is hosted on webservers located in a secure 
demilitarized zone ("DMZ") separate from the internal network. Backend supporting MySQL databases are 
used to store transaction data and are located on a separate network segment behind a dedicated firewall 
in the cloud. The Organization utilizes Active Directory for their internal network.  
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People 

 
Passport staff provides support for the above services in each of the following functional areas: 

 Executive management - provides general oversight and strategic planning of operations 

 Systems administrators - responsible for effective provisioning, installation/configuration, operation, 
and maintenance of systems hardware and software relevant to the system 

 Systems engineers - serves customers by providing product and service information that includes 
resolving product and service issues 

 
Procedures 
 
Formal IT policies and procedures exist that describe physical security, logical access, computer 
operations, change control, and data communication standards. All teams are expected to adhere to the 
Passport policies and procedures that define how services should be delivered. These are located on the 
Company’s internal shared drive and can be accessed by any Passport team member. 
 
Physical Security and Computer Operation 
 
Passport uses Amazon AWS as a third party cloud computing provider that houses all Passport cardholder 
data and cloud computing space.   
 
Logical Access 
 
Passport uses role-based security architecture and requires users of the system to be identified and 
authenticated prior to the use of any system resources. Resources are protected through the use of native 
system security and add-on software products that identify and authenticate users and validate access 
requests against the users’ authorized roles in access control lists. In the event incompatible responsibilities 
cannot be segregated, Passport implements monitoring of one or more of the responsibilities. Monitoring 
must be performed by a superior without responsibility for performing the conflicting activities or by 
personnel from a separate department.  
 
All resources are managed in the asset inventory system and each asset is assigned an owner. Owners 
are responsible for approving access to the resource and for performing periodic reviews of access by role. 
 
Employees and approved vendor personnel sign on to the Passport network using an Active Directory user 
ID and password. Passwords must conform to defined password standards and are enforced through 
parameter settings in the Active Directory. These settings are part of the configuration standards and force 
users to change passwords at a defined interval, disable the user ID’s ability to access the system and 
components after a specified number of unsuccessful access attempts, and mask workstation screens, 
requiring reentry of the user ID and password after a period of inactivity.  
 
Upon hire, employees are assigned to a position in the HR management system. Prior to the employees’ 
start date, the HR management system creates a report of employee user IDs to be created and access to 
be granted. The report is used by the security help desk to create user IDs and access rules.  Access rules 
have been pre-defined based on the defined roles. The system lists also include employees with position 
changes and the associated roles to be changed within the access rules.   
 
On an annual basis, access rules for each role are reviewed by the appropriate security team. In evaluating 
role access, group members consider job description, duties requiring segregation, and risks associated 
with access. Completed rules are reviewed and approved by the Chief Technology Officer (CTO). As part 
of this process, the CTO reviews access by privileged roles and requests modifications based on this 
review. 
 
The terminated employees’ access is disabled on a timely basis. This terminated employee list is used by 
the security help desk to delete employee access.  
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Computer Operations - Availability 

 
Incident response policies and procedures are in place to guide personnel in reporting and responding to 
information technology incidents. Procedures exist to identify, report, and act upon system security 
breaches and other incidents. Incident response procedures are in place to identify, and respond to 
incidents.  
 
Change Control 
 
Passport maintains documented Systems Development Life Cycle (SDLC) policies and procedures to guide 
personnel in documenting and implementing application and infrastructure changes. Change control 
procedures include change request and initiation processes, documentation requirements, development 
practices, quality assurance testing requirements, and required approval procedures. 
 
A ticketing system is utilized to document the change control procedures for changes in the application and 
implementation of new changes. Quality assurance testing and User Acceptance Testing (UAT) results are 
documented and maintained with the associated change request. Development and testing are performed 
in an environment that is logically separated from the production environment. Management approves 
changes prior to migration to the production environment and documents those approvals within the 
ticketing system. 
 
Data 
 
Customer data is managed, processed, and stored in accordance with the relevant data protection and 
other regulations, with specific requirements formally established in customer contracts. Customer data is 
captured which is utilized by Passport in delivering its Cloud-based Parking Management system. 
 
Significant Events and Conditions 
 
Passport has implemented automated and manual procedures to capture and address significant event 
and conditions. In addition, detailed monitoring and risk assessment procedures are in place to provide 
management with detailed information that impacts the Cloud-based Parking Management system. Please 
see the procedures, monitoring, and risk assessment procedures described in the relevant sections of this 
report for further details.  
 
Preparation and Delivery of Reports and Data 
 
Passport utilizes the services and procedures described above to capture, prepare, and deliver reports and 
other information (described in the data section above) to user entities and other parties. 

Communication Systems 

Communication is an integral component of Passport’s internal control system. It is the process of 
identifying, capturing, and exchanging information in the form and time frame necessary to conduct, 
manage, and control the entity’s operations. This process encompasses the primary classes of transactions 
of the organization, including the dependence on, and complexity of, information technology. At Passport, 
information is identified, captured, processed, and reported by various information systems, as well as 
through conversations with clients, vendors, regulators, and employees.  
 
Upper management is involved with day-to-day operations and is able to provide personnel with an 
understanding of their individual roles and responsibilities pertaining to internal controls. This includes the 
extent to which personnel understand how their activities relate to the work of others and the means of 
reporting exceptions to a higher level within Passport. Management believes that open communication 
channels help ensure that exceptions are reported and acted on. For that reason, formal communication 
tools such as organizational charts, employee handbooks, training classes and job descriptions are in place 
at Passport. Management’s communication activities are made electronically, verbally, and through the 
actions of management. 
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COMPLEMENTARY USER ENTITY CONTROLS 

Passport's services are designed with the assumption that certain controls will be implemented by user 
entities. Such controls are called complementary user entity controls. It is not feasible for all of the control 
objectives related to Passport's services to be solely achieved by Passport control procedures. Accordingly, 
user entities, in conjunction with the services should establish their own internal controls or procedures to 
complement those of Passport.  
 
The following complementary user entity controls should be implemented by user entities to provide 
additional assurance that the control objectives described within this report are met. As these items 
represent on y a part of the control considerations that might be pertinent at the user entities' locations user 
entities' auditors should exercise judgment in selecting and reviewing these complementary user entity 
controls.  
 

1. User entities are responsible for maintaining authorized user access to the Passport application and 
periodically reviewing and updating these users.  

2. User entities are responsible for removing user access to the Passport application when terminating an 
employee.  

3. User entities are responsible for using strong password and access codes to access all systems, 
including, but not limited to the Passport application.  

4. User entities are responsible for appropriate design and implementation of security architecture for 
equipment including firewalls: switch, and router configuration accessing the Passport application. 

5. User entities are responsible for having authorized personnel available to report issues and resolve them 
with Passport personnel.  

6. User entities are responsible for immediately notifying Passport of any actual or suspected information 
security breaches, including compromised user accounts.  

7. User entities are responsible for developing their own disaster recovery and business continuity plans 
that address their inability to access or utilize Passports services.  

8. User entities are responsible for reconciling dally transactions and operator reports back to funds 
deposited within their accounts.  

9. User entities are responsible for the accurate setup of service fees after the initial setup of the account.  

10. User entities are responsible for complying all laws and regulations with respect to security, availability, 
maintainability, and integrity.  

11. User entities are responsible for understanding and complying with the terms of service and their 
contractual obligations to Passport.  
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SECTION 4 
 

TESTING OF CONTROL OBJECTIVES AND RELATED 
CONTROL ACTIVITIES PROVIDED BY THE SERVICE AUDITOR 

  

MOT 2017-7405 Page 135 of 180



 

Proprietary and Confidential 18 

 

GUIDANCE REGARDING INFORMATION PROVIDED BY THE SERVICE AUDITOR  

A-lign’s examination of the controls of Passport was limited to the control objectives and related control 
activities specified by the management of Passport and did not encompass all aspects of Passport’s 
operations or operations at user organizations.  Our examination was performed in accordance with 
American Institute of Certified Public Accountants (AICPA) Statement on Standards for Attestation 
Engagements No. 16 (SSAE 16).   
 
Our examination of the control activities were performed using the following testing methods: 
 

TEST DESCRIPTION 

Inquiry The service auditor made inquiries of service organization personnel.  
Inquiries were made to obtain information and representations from the 
client to determine that the client’s knowledge of the control and 
corroborate policy or procedure information.   

Observation The service auditor observed application of the control activities by client 
personnel. 

Inspection The service auditor inspected among other items, source documents, 
reports, system configurations to determine performance of the specified 
control activity and in some instances the timeliness of the performance of 
control activities.   

Re-performance The service auditor independently executed procedures or controls that 
were originally performed by the service organization as part of the entity’s 
internal control. 

 
In determining whether a SSAE 16 report meets the user auditor’s objectives, the user auditor should 
perform the following procedures: 

 Understand the aspects of the service organization’s controls that may affect the processing of the 
user organization’s transactions; 

 Understand the flow of significant transactions through the service organization; 

 Determine whether the control objectives are relevant to the user organization’s financial statement 
assertions; 

 Determine whether the service organization’s controls are suitably designed to prevent or detect 
processing errors that could result in material misstatements in the user organization’s financial 
statements and determine whether they have been implemented. 
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CONTROL AREA 1 INFORMATION SECURITY 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that system information, once entered into the system, is 
protected from unauthorized or unintentional use, modification, addition or deletion. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

1.1 Formal information security policies and procedures 
are in place and communicated to all users with 
access to the systems. 

Inspected information security policies and procedures 
to determine that formal information security policies 
and procedures were in place. 

No exceptions noted.  

    
  Inspected the training materials and training attendance 

form to determine that periodic education and training 
was provided to the users related to the company 
policies and procedures. 

No exceptions noted. 

    
  Inspected completed Acknowledgement forms for a 

sample of new hired during the audit period to 
determine that formal information security policies and 
procedures were communicated to all the users with 
access to the systems. 

No exceptions noted. 

    
1.2 SSH access is executed via public key authentication, 

enabling the avoidance of using shared passwords 
and allows Passport to restrict access to only users 
with private keys. 

Inspected SSH access via public key authentication 
configuration to determine that individual authentication 
through passwords was enforced.  

No exceptions noted.  

   

 Inspected the user directory to determine that 
authentication was restricted to authorized users. 

No exceptions noted. 

    
1.3 Administrator access is restricted to authorized user 

accounts and in line with their job function. 
Inspected a list of administrators to determine that 
administrator access was restricted to authorized user 
accounts and in line with their job function. 

No exceptions noted. 

    
  Inspected the authorized user list to determine that 

users had appropriate access to the database based on 
the job responsibilities. 

No exceptions noted. 

    
1.4 Users are required to authenticate via a user account 

and password before being granted access to the 
system. 

Observed the log-on process to determine that users 
were required to authenticate via a user account and 
password before being granted access to the system. 

No exceptions noted. 
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CONTROL AREA 1 INFORMATION SECURITY 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that system information, once entered into the system, is 
protected from unauthorized or unintentional use, modification, addition or deletion. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

  Inspected the SSH key user authentication to determine 
that users were required to authenticate via a user 
account and password before being granted access to 
the system. 

No exceptions noted.  

    
1.5 Access to system requires a documented approval by 

authorized parties specifying required privileges. 
Inquired of Brad Powers, Chief Technology Officer 
(CTO) regarding the utilization of the authorization form 
for user access to determine that access to system 
required a documented approval by authorized parties 
specifying required privileges. 

No exceptions noted.  

    
  Inspected New Hire Policy within the Security Policy 

obtained from Brad Powers, Chief Technology Officer 
(CTO) to determine that utilization of an Authorization 
Form for User Access was required for all new hires 
prior to gaining access to the system. 

No exceptions noted. 

    
  Inspected new hire authorization forms for a samples of 

new hires to determine that access to system required a 
documented approval by authorized parties specifying 
required privileges. 

No exceptions noted. 

    
1.6 Access to the system is revoked as a component of 

the termination process. 
Inquired of Brad Powers, Chief Technology Officer 
(CTO) regarding user access revocation to determine 
that access to the system was revoked as a component 
of the termination process. 

No exceptions noted. 

    
  Inspected user access revocation policy and 

procedures within the information policy to determine 
that policy and procedures existed to revoke user’s 
access as a component of the termination process. 

No exceptions noted. 
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CONTROL AREA 1 INFORMATION SECURITY 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that system information, once entered into the system, is 
protected from unauthorized or unintentional use, modification, addition or deletion. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

  Inspected user access revocation confirmation for a 
sample of terminated employees to determine that 
access to the system was revoked as a component of 
the termination process. 

No exceptions noted.  

    
1.7 Anti-virus software is installed on production servers to 

detect and prevent the transmission of data or files 
that contain virus signatures recognized by the anti-
virus software. 

Inspected anti-virus software configuration on a sample 
of production servers to determine that anti-virus 
software was installed on production servers to detect 
and prevent the transmission of data or files that 
contain virus signatures recognized by the anti-virus 
software. 

No exceptions noted.  

    
  Inspected anti-virus update settings for a sample of 

production servers to determine that anti-virus software 
was up to date. 

No exceptions noted. 

    
1.8 Procedures exist to identify, report, and act upon 

system confidentiality and security breaches and other 
incidents. 

Inquired of Brad Powers, Chief Technology Officer 
(CTO) regarding system confidentiality and security to 
determine that procedures existed to identify, report, 
and act upon system confidentiality and security 
breaches and other incidents. 

No exceptions noted. 

    
  Inspected evidence of recurring daily security review 

calendar invitation to determine that procedures existed 
to identify, report, and act upon system confidentiality 
and security breaches and other incidents. 

No exceptions noted. 

    
  Inspected evidence of a daily security review summary 

to determine that procedures exist to identify, report, 
and act upon system confidentiality and security 
breaches and other incidents. 

No exceptions noted. 
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CONTROL AREA 1 INFORMATION SECURITY 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that system information, once entered into the system, is 
protected from unauthorized or unintentional use, modification, addition or deletion. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

1.9 System components and software are protected from 
known vulnerabilities through installation of the latest 
vendor-supplied security patches.  

Inspected configuration of security monitoring software 
to determine that system components and software 
were protected from known vulnerabilities through 
installation of the latest vendor-supplied security 
patches.   

No exceptions noted.  

    
1.10 Firewalls are installed on the Passport Systems and 

applications. Management periodically reviews the 
firewall settings to ensure access is limited 
appropriately. 

Inspected firewall settings for a sample of servers to 
determine that firewalls were installed on the Passport 
Systems and applications.  

No exceptions noted.  

   

 Inspected evidence of management’s review of firewall 
settings to determine firewalls were installed on the 
Passport Systems and applications and that 
management reviewed the firewall settings to ensure 
access was limited appropriately. 

No exceptions noted. 
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CONTROL AREA 2 APPLICATION CHANGE CONTROL 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that unauthorized changes are not made to production 
application systems. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

2.1 Formal application change control policies and 
procedures are in place and communicated to all users 
with access to the systems. 

Inspected application change control policies and 
procedures to determine that formal application change 
control policies and procedures were in place. 

No exceptions noted.  

    
  Inspected the training materials and training attendance 

form to determine that periodic education and training 
was provided to the users related to the application 
change control policies and procedures. 

No exceptions noted. 

    
  Inspected completed Acknowledgement forms for a 

sample of new hired during the audit period to 
determine that formal application change control 
policies and procedures were in place and 
communicated to all users with access to the systems. 

No exceptions noted. 

    
2.2 A change management software is utilized to maintain 

and control infrastructure application changes, and the 
associated reporting and logging functions. 

Inquired the Chief Technology Officer (CTO) Brad 
Powers to determine that a change management 
software was utilized to maintain and control 
infrastructure and application changes, and the 
associated reporting and logging functions.  

No exceptions noted.  

    
  Inspected a sample of change tickets to determine that 

a change management software was utilized to 
maintain and control infrastructure and application 
changes, and the associated reporting and logging 
functions. 

No exceptions noted. 

    
2.3 Documented change request are reviewed and 

prioritized by management based on business needs 
and resource availability, and assigned to personnel 
for action. 

Inquired Chief Technology Officer (CTO) Brad Powers 
to determine documented change requests were 
completed for infrastructure projects and reviewed and 
prioritized by management based on business needs 
and resource availability, and assigned to personnel for 
action. 

No exceptions noted. 
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CONTROL AREA 2 APPLICATION CHANGE CONTROL 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that unauthorized changes are not made to production 
application systems. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

  Inspected a sample of change tickets to determine 
documented change request was completed for 
infrastructure projects and reviewed and prioritized by 
management based on business needs and resource 
availability, and assigned to personnel for action.   

No exceptions noted.  

    
2.4 Development/test environments exist and are separate 

from the production environment. 
Inspected evidence of the development and test 
environments to determine that development/test 
environments exist and were separate from the 
production environment. 

No exceptions noted.  

    
2.5 Application and other infrastructure changes are 

authorized, tested, and approved for implementation 
prior to actual implementation. 
 

Inspected a sample of change tickets to determine that 
application and other infrastructure changes were 
authorized, tested, and approved for implementation 
prior to actual implementation. 

No exceptions noted. 

    
2.6 Access to implement changes to production 

environment is limited to authorized individuals.  
Inspected list of users with access to promote changes 
to production to determine that access to promote 
changes to production was limited to appropriate 
personnel. 

No exceptions noted. 

    
2.7 Production changes are appropriately logged and 

monitored on a daily basis.  
 

Inquired of Chief Technology Officer (CTO) Brad 
Powers regarding the daily review of the system 
monitoring log to determine that changes promoted to 
production were appropriately logged and monitored. 

No exceptions noted. 

    
  Inspected evidence of a daily review of the system 

monitoring log to determine that changes promoted to 
production were appropriately logged and monitored on 
a daily basis. 

No exceptions noted. 
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CONTROL AREA 3 SERVICE FEE IMPLEMENTATION 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that service fees are initially implemented accurately according 
to client instructions. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

3.1 Access to set up service fees are limited to authorized 
personnel. 

Inquired of Chief Technology Officer regarding the user 
access list with authorities to setup service fees to 
determine access was limited to authorized users, 
based on job responsibilities.  

No exceptions noted.  

    
  Inspected user access list with authorities to determine 

that access to set up service fees were limited to 
authorized personnel, based on job responsibilities. 

No exceptions noted. 

    
3.2 An Implementation Checklist is completed as part of 

the initial implementation of service fees for new 
customers. 

Inquired of Chief Technology Officer regarding the new 
customers’ setup to determine the checklist was 
completed, including the accurate setup of service fees 
for new customers’ setup.  

No exceptions noted.  

    
  Inspected new customer implementation checklists for a 

sample of new customer’s setup to determine the 
checklist was completed, including the accurate setup 
of service fees. 

No exceptions noted. 

    
3.3 Customer sign-off of new customer setup, including 

accurate service fees implementation, is received prior 
to customer account go-live. 

Inquired of Chief Technology Officer regarding the new 
customers’ setup to determine that customers reviewed 
and approved the account setup prior to the account 
go-live. 

No exceptions noted. 

    
  Inspected customer sign-offs within the new customer 

implementation checklist for a sample of new 
customers’ setup to determine that customers reviewed 
and approved the account setup prior to the account 
go-live. 

No exceptions noted. 
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CONTROL AREA 4 WALLET LOADING 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that parker wallets are loaded accurately and timely. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

4.1 Parker wallets are automatically and accurately loaded 
to the system. 

Inquired of Chief Technology Officer (CTO) regarding 
parker wallets to determine that parker wallets were 
automatically and accurately loaded to the system.  

No exceptions noted.  

    
  Inspected a sample of wallet loading transactions to 

determine that parker wallets were automatically and 
accurately loaded to the system. 

No exceptions noted. 

    
4.2 Notification of parker charges are communicated to the 

parker prior to the transaction processing. 
Inspected system configuration from the production 
system to determine that the system was configured to 
notify charges to the parker prior to transaction 
processing. 

No exceptions noted.  

    
  Inspected a sample of parker charge notification 

obtained from Chief Technology Officer (CTO), to 
determine that notification of parker charges were 
communicated to the parker prior to transaction 
processing. 

No exceptions noted. 

    
  Inspected a sample of parker charge notifications to 

determine that notification of wallet updating was 
communicated to the parker prior to being charged. 

No exceptions noted. 

    
4.3 Access to make changes to parker wallets is limited to 

authorized personnel. 
Inspected administrative accounts with authorities to 
make changes to parker wallets to determine that 
access to make changes to the parker wallets was 
limited to authorized personnel. 

No exceptions noted. 
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CONTROL AREA 5 TRANSACTION PROCESSING 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that transactions are updated accurately in parker wallets. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

5.1 An implementation checklist is maintained for each 
new customer setup.  As part of the customer setup, 
test transactions are processed to ensure customer 
wallets are loaded accurately.  Customers confirm 
transactions have been processed in the wallet 
accurately.   

Inquired of Chief Technology Officer (CTO) regarding 
the new customer setup process to determine that an 
implementation checklist was maintained for each new 
customer setup.  As part of the customer setup, test 
transactions were processed to ensure customer 
wallets were loaded accurately.  Customers confirmed 
transactions had been processed in the wallet 
accurately.   

No exceptions noted.  

    
  Inspected new customer implementation checklists for a 

sample of new customers’ to determine the checklist 
was maintained for each new customer setup and that 
test transactions were processed to ensure customer 
wallets were loaded accurately. Customers confirmed 
transactions had been processed in the wallet 
accurately. 

No exceptions noted. 

    
5.2 Errors in transaction processing are recorded real 

time.  A review of any errors is performed on a daily 
basis by the Technology team.  Errors are reviewed 
and resolved. 

Inspected a daily error log to determine that errors in 
transaction processing were reviewed and resolved 
throughout the day. 

No exceptions noted.  

   

 Inspected a sample of error log/resolution tickets to 
determine that errors in transaction were recorded, 
reviewed and resolved timely. 

No exceptions noted. 

    
5.3 Access to make changes to the parker wallets is 

limited to authorized personnel. 
Inspected the user access listing for those users with 
authorities to make changes to parker wallets to 
determine that access to make changes to the parker 
wallets was limited to authorized personnel. 

No exceptions noted. 
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CONTROL AREA 5 TRANSACTION PROCESSING 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that transactions are updated accurately in parker wallets. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

5.4 Parker wallets changes follow the Passport change 
management process. 

Inquired of the Chief Technology Officer (CTO) 
regarding the parker wallets changes to determine that 
parker wallets changes followed Passport change 
management process. 

No exceptions noted.  

    
  Inspected a sample of parker wallets changes to 

determine that parker wallets changes followed 
Passport change management process. 

No exceptions noted. 
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CONTROL AREA 6 OPERATOR REPORTING 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that operator reports reflect parker activity and financial 
transactions. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

6.1 An implementation checklist is maintained for each 
new customer setup.  Customers confirm operator 
reports reflect accurate parker activity and financial 
transactions.   

Inquired of Chief Technology Officer regarding the new 
customers’ setup to determine that the checklist was 
maintained for customer setup and that report was 
confirmed by the customers to reflect the accurate 
parker activity and the financial transactions.  
 

No exceptions noted.  

  Inspected the new customer implementation checklist 
for a sample of new customers to determine the 
checklist was maintained for each new customer setup 
and that it was part of the customer setup process. 
 

No exceptions noted. 

  Inspected the implementation checklist for a sample of 
new customers’ setup to determine that new customers 
confirmed operator reports reflected accurate parker 
activity and financial transactions. 

No exceptions noted. 

    
6.2 Errors in reporting are researched and resolved by the 

Passport Support team.   
Inspected a sample of error log/resolution tickets to 
determine that errors in reporting were recorded, 
reviewed and resolved timely.  
 

No exceptions noted.  

6.3 Access to make changes to the operator reports is 
limited to appropriate personnel. 

Inquired of the Chief Technology Officer (CTO) 
regarding privileged users’ access necessary to make 
changes to the operator reports to determine that 
access to make changes to the operator reports was 
limited to appropriate personnel. 

No exceptions noted. 

    
  Inspected user access accounts with authorities to 

make changes to operator wallets to determine that 
access to make changes to the operator wallets was 
limited to authorized personnel. 

No exceptions noted. 
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CONTROL AREA 6 OPERATOR REPORTING 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that operator reports reflect parker activity and financial 
transactions. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

6.4 Operator reports changes follow the Passport change 
management process.  

Inquired of the Chief Technology Officer (CTO) 
regarding the operator reports changes to determine 
that operator reports changes followed the Passport 
change management process. 

No exceptions noted.  

    
  Inspected a sample of operator reports changes to 

determine that operator reports changes followed the 
Passport change management process. 

No exceptions noted. 
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INDEPENDENT SERVICE AUDITOR’S REPORT 
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INDEPENDENT SERVICE AUDITOR’S REPORT 

ON A DESCRIPTION OF PASSPORT’S SYSTEM AND  
THE SUITABILITY OF THE DESIGN AND OPERATING EFFECTIVENESS OF CONTROLS  

 
To Passport: 
 
We have examined Passport’s (or ‘the Company’) description of its Mobile Pay Transaction System at its 
Charlotte, North Carolina location for processing user entities’ transactions for the period January 1, 2015 
through November 30, 2015, and the suitability of the design and operating effectiveness of controls to 
achieve the related control objectives stated in the description.  The description indicates that certain control 
objectives specified in the description can be achieved only if complementary user entity controls 
contemplated in the design of Passport’s controls are suitably designed and operating effectively, along 
with related controls at the service organization.  We have not evaluated the suitability of the design and 
operating effectiveness of such complementary user entity controls. 
 
Passport uses Twilio for IVR and SMS Communication, Amazon AWS for third party cloud computing 
provider, and Authorize.net for payment gateway service provider (“subservice organizations”).  The 
description in Section 3 includes only the controls and related control objectives of Passport and excludes 
the control objectives and related controls of the subservice organizations.  Our examination did not extend 
to controls of the subservice organizations. 
 
In Section 2 of this report, Passport has provided an assertion about the fairness of the presentation of the 
description and suitability of the design and operating effectiveness of the controls to achieve the related 
control objectives stated in the description.  Passport is responsible for preparing the description and for 
the assertion, including the completeness, accuracy, and method of presentation of the description and the 
assertion, providing the services covered by the description, specifying the control objectives and stating 
them in the description, identifying the risks that threaten the achievement of the control objectives, 
selecting the criteria, and designing, implementing, and documenting controls to achieve the related control 
objectives stated in the description. 
 
Our responsibility is to express an opinion on the fairness of the presentation of the description and on the 
suitability of the design and operating effectiveness of the controls to achieve the related control objectives 
stated in the description, based on our examination.  We conducted our examination in accordance with 
attestation standards established by the American Institute of Certified Public Accountants.  Those 
standards require that we plan and perform our examination to obtain reasonable assurance about whether, 
in all material respects, the description is fairly presented and the controls were suitably designed and 
operating effectively to achieve the related control objectives stated in the description for the period January 
1, 2015 through November 30, 2015. 
 
An examination of a description of a service organization’s system and the suitability of the design and 
operating effectiveness of the service organization’s controls to achieve the related control objectives stated 
in the description involves performing procedures to obtain evidence about the fairness of the presentation 
of the description and the suitability of the design and operating effectiveness of those controls to achieve 
the related control objectives stated in the description.  Our procedures included assessing the risks that 
the description is not fairly presented and that the controls were not suitably designed or operating 
effectively to achieve the related control objectives stated in the description.  Our procedures also included 
testing the operating effectiveness of those controls that we consider necessary to provide reasonable 
assurance that the related control objectives stated in the description were achieved.  An examination 
engagement of this type also includes evaluating the overall presentation of the description and the 
suitability of the control objectives stated therein, and the suitability of the criteria specified by the service 
organization and described in Section 2.  We believe that the evidence we obtained is sufficient and 
appropriate to provide a reasonable basis for our opinion. 
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Because of their nature, controls at a service organization may not prevent, or detect and correct, all errors 
or omissions in processing or reporting transactions.  Also, the projection to the future of any evaluation of 
the fairness of the presentation of the description, or conclusions about the suitability of the design or 
operating effectiveness of the controls to achieve the related control objectives is subject to the risk that 
controls at a service organization may become inadequate or fail. 
 
In our opinion, in all material respects, based on the criteria described in Passport’s assertion in Section 2 
of this report, 

 the description fairly presents the system that was designed and implemented for the period 
January 1, 2015 through November 30, 2015. 

 the controls related to the control objectives stated in the description were suitably designed to 
provide reasonable assurance that the control objectives would be achieved if the controls operated 
effectively for the period January 1, 2015 through November 30, 2015 and user entities applied the 
complementary user entity controls contemplated in the design of Passport’s controls for the period 
January 1, 2015 through November 30, 2015. 

 the controls tested, which together with the complementary user entity controls referred to in the 
scope paragraph of this report, if operating effectively, were those necessary to provide reasonable 
assurance that the control objectives stated in the description were achieved, operated effectively 
for the period January 1, 2015 through November 30, 2015. 

 
The specific controls tested and the nature, timing, and results of those tests are listed in Section 4. 
 
This report, including the description of tests of controls and results thereof in Section 4, is intended solely 
for the information and use of Passport, user entities of Passport’s system during some or all of the period 
January 1, 2015 through November 30, 2015, and the independent auditors of such user entities, who have 
a sufficient understanding to consider it, along with other information including information about controls 
implemented by user entities themselves, when assessing the risks of material misstatements of user 
entities’ financial statements.  This report is not intended to be and should not be used by anyone other 
than these specified parties. 

 
January 12, 2016 
Tampa, Florida 
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SECTION 2 
 

PASSPORT’S ASSERTION 
  

MOT 2017-7405 Page 155 of 180



 

Proprietary and Confidential 6 

 

Passport's Assertion 
 
January 12, 2016 
 
We have prepared the description of Passport’s Mobile Pay Transaction System for user entities of the 
system during some or all of the period January 1, 2015 through November 30, 2015, and their user auditors 
who have a sufficient understanding to consider it, along with other information, including information about 
controls implemented by user entities of the system themselves, when assessing the risks of material 
misstatements of user entities’ financial statements.  We confirm, to the best of our knowledge and belief, 
that: 
 

a. The description fairly presents the Mobile Pay Transaction System made available to user 

entities of the system during some or all of the period January 1, 2015 through November 30, 

2015 for processing their transactions.  The criteria we used in making this assertion were that 

the description: 

 

i. presents how the system made available to user entities of the system was designed and 

implemented to process relevant transactions, including: 

 

(1) The types of services provided including, as appropriate, the classes of transactions 
processed. 
 

(2) The procedures, within both automated and manual systems, by which services are 
provided, including, as appropriate, procedures by which transactions are initiated, 
authorized, recorded, processed, corrected as necessary, and transferred to reports 
and other information prepared for user entities. 
 

(3) The related accounting records, supporting information, and specific accounts that are 
used to initiate, authorize, record, process, and report transactions; this includes the 
correction of incorrect information and how information is transferred to the reports and 
other information prepared for user entities. 
 

(4) How the system captures significant events and conditions, other than transactions. 
 

(5) The process used to prepare reports and other information for user entities. 
 

(6) The specified control objectives and controls designed to achieve those objectives, 
including as applicable, complementary user entity controls contemplated in the design 
of the service organization’s controls. 
 

(7) Other aspects of our control environment, risk assessment process, information and 
communication systems (including related business processes), control activities, and 
monitoring controls that are relevant to processing and reporting transactions of user 
entities of the system. 
 

ii. does not omit or distort information relevant to the scope of the Mobile Pay Transaction 

System, while acknowledging that the description is prepared to meet the common needs 

of broad range of user entities of the system and the independent auditors of those user 

entities, and may not, therefore, include every aspect of the Mobile Pay Transaction 

System that each individual user entity of the system and its auditor may consider important 

in its own particular environment. 
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b. The description includes relevant details of changes to the service organization’s system during 

the period covered by the description when the description covers a period of time. 

 

c. The controls related to the control objectives stated in the description were suitably designed 

and operated effectively for the period January 1, 2015 through November 30, 2015 to achieve 

those control objectives.  The criteria we used in making this assertion were that: 

 

i. the risks that threaten the achievement of the control objectives stated in the description 

have been identified by the service organization; 

 

ii. the controls identified in the description would, if operating as described, provide 

reasonable assurance that those risks would not prevent the control objectives stated in 

the description from being achieved; and 

 

iii. the controls were consistently applied as designed, including whether manual controls 

were applied by individuals who have the appropriate competence and authority. 

 
 
 
 
 
 
 

Bob Youakim 
Managing Partner 
Passport  
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SECTION 3 
 

DESCRIPTION OF THE SYSTEM PROVIDED 
BY THE SERVICE ORGANIZATION 
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OVERVIEW OF OPERATIONS 

Company Background 

Passport (or the “Company”) is a private company, headquartered in Charlotte, North Carolina.  Passport 
offers a fully integrated cloud-based parking management and payment solution to its customers through 
the Internet and mobile application.   The Passport mobile application provides the ability to pay for parking 
from a mobile phone. Payments are accepted through e-commerce via the Internet or mobile devices, 
including phone and text orders.  The system also provides the ability for validation at checkout. The 
application also provides parking validation functionality allowing parking management companies to create 
custom parking validations, manage their funds, and monitor any activity. Parking management companies 
gain total control of all parking activity with real-time reporting and logs of each transaction. 

Description of Services Provided 

Passport offers a fully integrated cloud-based parking management and payment solution to its customers 
through the Internet and mobile application.    
 
Business Role with Payment Cards 
 
Passport receives card-not-present orders through their hosted online website and mobile ordering 
application.  Customers “parkers” input payment card data at the time of account registration.  Upon 
completion of the registration process, customers pay for their parking with the stored payment card data 
and are not required to submit new payment data each time they pay for parking.  Passport provides a 
secure application payment interface for the customer registration process.  Passport receives the payment 
information through the web or mobile interface.  
 
Passport also provides text and interactive voice response (“IVR”) system interfaces as well.  The pay via 
text process allows you to pay via texting the zone and space number to a phone number. This starts the 
parking booking process with credit card you have on file. The pay via voice process asks for zone number 
and space number and allows customer to change their credit card information via an IVR.  
 
Passport uses service provided by Twilio, Amazon AWS, and Authorize.Net for the following services.  
Passport uses Twilio for IVR and SMS communication.  Passport uses the services of Amazon AWS as a 
third party cloud computing provider that houses all Passport cardholder data and cloud computing space.  
Authorize.Net is a payment gateway service provider allowing merchants to accept credit card and 
electronic check payments through their Web site and over an IP (Internet Protocol) connection. This 
description does not include the control objectives and related controls of the Subservice Organizations. 
 
Service Fee Implementation 
 
Passport’s business customers utilize the online and mobile parking application to provide parking payment 
solutions to parkers.  Business customers must set up an account with Passport to offer the online and 
mobile services for the parking locations owned by the business customers.  As part of the account setup 
process, Passport completes an Implementation Checklist which includes details regarding the parking 
locations, spaces, times, and service fees.  Service fees depend on the location, space, and time of the 
park.  Rates can fluctuate to reflect current events, early park discounts, premium parking locations, 
standard rates, among other things.  The Implementation Checklist is utilized to ensure the variables in the 
setup of the account, and the related service fees, are accurate.  Confirmation of the accurate setup of new 
customer accounts, which includes the accurate service fee implementation, is received prior to customer 
account go-live.  Access to make changes to the customer service fees is limited to authorized personnel 
within Passport.  Business customers also have the ability to set up service fees after the initial account 
setup process.      
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Wallet Loading 

 
Passport offers parkers the ability to purchase a wallet.  A wallet allows the parker to pay a specific dollar 
amount which is credited to their wallet.  Each time the parker purchases a space to park, the transaction 
amount for that space is deducted from the wallet.  Notification of parker charges are communicated to the 
parker prior to the transaction processing.  As part of the account setup process, Passport processes test 
transactions through the account. Test transactions are reviewed to ensure they are processed through the 
parker wallets accurately and timely.  Test transactions are a step within the Implementation Checklist prior 
to the go-live date.  Access to make changes to parker wallets is limited to authorized personnel within 
Passport. 
 
Transaction Processing and Operator Reporting 
 
Passport provides operator reports and transaction details of all parker activity to the business customers 
for their respective parking locations.  Operator reports and the related transaction details are available to 
business customers on a real-time basis.  Business customers can access their reports through their 
accounts with Passport.  These reports are utilized by business customers to reconcile charges to their 
accounts and the funds posted to their bank accounts.  Funds are posted to the business customer’s bank 
accounts on a daily basis.  During the account setup process, business customers are involved in 
reconciling test transactions.  Errors in reporting, whether it is during the account setup process or during 
live processing of transactions, are communicated to Passport and researched and resolved by the Support 
team.  Passport also monitors transaction processing on a daily basis.  Errors are posted real time and are 
recorded on a log.  The log is reviewed by members of the Support team on a daily basis.  If errors have 
occurred, they are reviewed and resolved the same day. 

CONTROL ENVIRONMENT  

Integrity and Ethical Values 

The effectiveness of controls cannot rise above the integrity and ethical values of the people who create, 
administer, and monitor them. Integrity and ethical values are essential elements of the Organization’s 
control environment, affecting the design, administration, and monitoring of other components. Integrity and 
ethical behavior is the product of Company’s ethical and behavioral standards, how they are communicated, 
and how they are reinforced in practices. They include management’s actions to remove or reduce 
incentives and temptations that might prompt personnel to engage in dishonest, illegal, or unethical acts. 
They also include the communication of entity values and behavioral standards to personnel through policy 
statements and codes of conduct, as well as by example.  
 
Specific control activities that the service organization has implemented in this area are described below: 

 Organizational policy statements and codes of conduct are documented and communicate entity 
values and behavioral standards to personnel. The employee policy and procedures manual 
contains organizational policy statements and codes of conduct to which employees are required 
to adhere 

 Policies and procedures require that employees sign an acknowledgment form indicating that they 
have been given access to the employee manual and understand their responsibility for adhering 
to the policies and procedures contained within the manual 

 A confidentiality statement agreeing not to disclose proprietary or confidential information, including 
client information, to unauthorized parties is a component of the employee handbook 

 Background checks are performed for employees as a component of the hiring process. Credit 
checks are performed for back office employees as a component of the hiring process 
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Commitment to Competence 

Company’s management defines competence as the knowledge and skills necessary to accomplish tasks 
that define employees’ roles and responsibilities.  Management’s commitment to competence includes 
management’s consideration of the competence levels for particular jobs and how those levels translate 
into the requisite skills and knowledge.  
 
Specific control activities that the service organization has implemented in this area are described below: 

 Management has considered the competence levels for particular jobs and translated required 
skills and knowledge levels into written position requirements 

 A training program has been developed to maintain the skill level of personnel in certain positions 
 

Executive Participation 

The Company’s executives have the ultimate responsibility for overseeing the business policies of the 
service organization. The executive team, composed of internal business partners, meets to discuss 
matters pertinent to the Company’s operations and to review financial results. 

Management’s Philosophy and Operating Style 

Company’s management philosophy and operating style encompass a broad range of characteristics. Such 
characteristics include management’s approach to taking and monitoring business risks, and 
management’s attitudes toward information processing, accounting functions and personnel.  
 
Specific control activities that the service organization has implemented in this area are described below: 

 Management is periodically briefed on regulatory and industry changes affecting the services 
provided 

 Management meetings are held on a regular basis to discuss major initiatives and issues that 
impact the business as a whole.  It is expected that management members are prepared to provide 
clear and concise updates 

 

Organizational Structure and Assignment of Authority and Responsibility 

The Company’s organizational structure provides the framework within which activities for achieving 
objectives are planned, executed, controlled and monitored. The organizational structure described below 
details the departments of the service organization that provide Mobile Payment Services for its clients. 
The structure provides for an adequate segregation of duties as well as clearly defined areas of 
responsibility.  
 

Department Description 

Information 
Technology 

The Information Technology (“IT”) Staff is responsible for activities associated 
with developing, maintaining and supporting critical data processing systems. 
The organizational structure of the Information Technology staff provides 
segregation of duties between client services, systems programming, application 
programming, computer operations, physical and logical security access and 
documentation 

Operations The Operations Staff is responsible for day-to-day collection activities, hiring, 
training, and quality assurance. The Operations Staff is also responsible for 
setting and sustaining client and the service organization’s goals 

Administrative The Administrative Staff is responsible for receiving, identifying, posting and 
depositing all payments received each day in a timely and accurate manner. The 
Administrative Staff also documents all incoming correspondence.  They also 
ensure that all required licensing is obtained and current 
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Human Resources Policies and Practices 

Company’s success is founded on sound business ethics, reinforced with a high level of efficiency, integrity, 
and ethical standards. The result of this success is evidenced by its proven track record for hiring and 
retaining top quality personnel, from the collectors who contact the individuals to the management team 
who ensures the service organization is operating at maximum efficiency. 
 
Upon being hired, new employees are issued an employee packet documenting various procedural and 
administrative matters, which is then discussed during the new hire orientation program. Human Resources 
creates and ensures adherence to policies, which include but are not limited to Employment, Non-
Disclosure, Employee Status, Timekeeping and Payroll, Work Conditions and Hours, Employee Conduct 
and Disciplinary Action, and Employee Benefit Programs.  Employees sign off on policies which include but 
are not limited to Employee Conduct and Work Rules, Company Privacy Policy, and Collection Regulations 
and Rules of Conduct. 
 
Management checks trustworthiness and reliability for all personnel prior to employment through pre-
screening procedures.  Standard pre-screening interviews and testing are conducted by the in-house 
recruiting department.  Background investigations are performed by the recruiter through an FCRA-
regulated vendor.   
 
In addition, the Human Resources department administers the Information Security/Privacy Policies for all 
employees, which addresses the sensitivity of customer information and how the service organization 
safeguards this information. Employees are required to sign acknowledgement forms, which are kept in the 
Personnel files maintained by the Company. 
 
Company Management follows a standard exit procedure for all personnel leaving employment or changing 
job roles or location.  This procedure includes notifying the relevant management team, communicating 
official termination procedures, notifying the IT department to review all relevant access within the systems, 
returning all company property, including company books, materials, keys, ID badges, computers, cell 
phones, and any other company owned items. 

RISK ASSESSMENT 

Passport has placed into operation a risk assessment process to identify and manage risks that could affect 
the organization's ability to provide reliable transaction processing for user organizations.  This process 
requires management to identify significant risks in their areas of responsibility and to implement 
appropriate measures to address those risks.  
 
Risks that are considered during management’s risk assessment activities include the following: 

 Changes in operating environment 

 New personnel 

 New or revamped information systems 

 Rapid growth 

 New technology 

 New accounting pronouncements 
 
Management’s recognition of risks that could affect the organization’s ability to provide reliable transaction 
processing for its user organizations is generally implicit, rather than explicit.  Management’s involvement 
in the daily operations allows them to learn about risks through direct personal involvement with employees 
and outside parties, thus reducing the need for formalized and structured risk assessment processes. 
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CONTROL OBJECTIVE AND RELATED CONTROL ACTIVITIES 

Integration with Risk Assessment 
 
Along with assessing risks, Passport has identified and put into effect actions needed to address those 
risks. In order to address risks, control activities have been placed into operation to help ensure that the 
actions are carried out properly and efficiently. Control activities serve as mechanisms for managing the 
achievement of those objectives. 
 
Selection and Development of Control Activities Specified by the Service Organization  
 
Control activities are a part of the process by which Passport strives to achieve its business objectives. 
Passport has applied a risk management approach to the organization in order to select and develop control 
activities. After relevant risk have been identified and evaluated, controls are established, implemented, 
monitored, reviewed and improved when necessary to meet the overall objectives of the organization.  
 
Passport’s control objectives and related control activities are included in Section 4 (the “Testing Matrices”) 
of this report to eliminate the redundancy that would result from listing the items in this section and repeating 
them in the Testing Matrices. Although the control objectives and related control activities are included in 
the Testing Matrices, they are, nevertheless, an integral part of Passport’s description of the data center 
services system. 
 
The description of the service auditor’s tests of operating effectiveness and the results of those tests are 
also presented in the Testing Matrices, adjacent to the service organization’s description of control 
activities.  The description of the tests of operating effectiveness and the results of those tests are the 
responsibility of the service auditor and should be considered information provided by the service auditor. 

MONITORING 

Passport's management performs monitoring activities in order to continuously assess the quality of internal 
control over time. Monitoring activities are used to initiate corrective action through personnel meetings, 
client conference calls, and informal notifications. Monitoring activities are conducted on a continuous basis 
and necessary corrective actions are taken as required to correct deviations from company policy and 
procedures.  
 
Management’s direct involvement in key operations facilitates identifying significant variances from 
expectations regarding internal controls. Management immediately evaluates the specific facts and 
circumstances related to any suspected control breakdowns. A decision for addressing any control's 
weakness is made based on whether the incident was isolated or requires a change in the company’s 
procedures or personnel.  

INFORMATION AND COMMUNICATION SYSTEMS 

Information Systems 

Passport employs an internally developed application, which is hosted on webservers located in a secure 
demilitarized zone ("DMZ") separate from the internal network. Backend supporting MySQL databases are 
used to store transaction data and are located on a separate network segment behind a dedicated firewall 
in the cloud. The Organization utilizes Active Directory for their internal network.  
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People 

 
Passport staff provides support for the above services in each of the following functional areas: 

 Executive management - provides general oversight and strategic planning of operations 

 Systems administrators - responsible for effective provisioning, installation/configuration, operation, 
and maintenance of systems hardware and software relevant to the system 

 Systems engineers - serves customers by providing product and service information that includes 
resolving product and service issues 

 
Procedures 
 
Formal IT policies and procedures exist that describe physical security, logical access, computer 
operations, change control, and data communication standards. All teams are expected to adhere to the 
Passport policies and procedures that define how services should be delivered. These are located on the 
Company’s internal shared drive and can be accessed by any Passport team member. 
 
Physical Security and Computer Operation 
 
Passport uses Amazon AWS as a third party cloud computing provider that houses all Passport cardholder 
data and cloud computing space.   
 
Logical Access 
 
Passport uses role-based security architecture and requires users of the system to be identified and 
authenticated prior to the use of any system resources. Resources are protected through the use of native 
system security and add-on software products that identify and authenticate users and validate access 
requests against the users’ authorized roles in access control lists. In the event incompatible responsibilities 
cannot be segregated, Passport implements monitoring of one or more of the responsibilities. Monitoring 
must be performed by a superior without responsibility for performing the conflicting activities or by 
personnel from a separate department.  
 
All resources are managed in the asset inventory system and each asset is assigned an owner. Owners 
are responsible for approving access to the resource and for performing periodic reviews of access by role. 
 
Employees and approved vendor personnel sign on to the Passport network using an Active Directory user 
ID and password. Passwords must conform to defined password standards and are enforced through 
parameter settings in the Active Directory. These settings are part of the configuration standards and force 
users to change passwords at a defined interval, disable the user ID’s ability to access the system and 
components after a specified number of unsuccessful access attempts, and mask workstation screens, 
requiring reentry of the user ID and password after a period of inactivity.  
 
Upon hire, employees are assigned to a position in the HR management system. Prior to the employees’ 
start date, the HR management system creates a report of employee user IDs to be created and access to 
be granted. The report is used by the security help desk to create user IDs and access rules.  Access rules 
have been pre-defined based on the defined roles. The system lists also include employees with position 
changes and the associated roles to be changed within the access rules.   
 
On an annual basis, access rules for each role are reviewed by the appropriate security team. In evaluating 
role access, group members consider job description, duties requiring segregation, and risks associated 
with access. Completed rules are reviewed and approved by the Chief Technology Officer (CTO). As part 
of this process, the CTO reviews access by privileged roles and requests modifications based on this 
review. 
 
The terminated employees’ access is disabled on a timely basis. This terminated employee list is used by 
the security help desk to delete employee access.  
 

MOT 2017-7405 Page 164 of 180



 

Proprietary and Confidential 15 

 

Computer Operations - Availability 

 
Incident response policies and procedures are in place to guide personnel in reporting and responding to 
information technology incidents. Procedures exist to identify, report, and act upon system security 
breaches and other incidents. Incident response procedures are in place to identify, and respond to 
incidents.  
 
Change Control 
 
Passport maintains documented Systems Development Life Cycle (SDLC) policies and procedures to guide 
personnel in documenting and implementing application and infrastructure changes. Change control 
procedures include change request and initiation processes, documentation requirements, development 
practices, quality assurance testing requirements, and required approval procedures. 
 
A ticketing system is utilized to document the change control procedures for changes in the application and 
implementation of new changes. Quality assurance testing and User Acceptance Testing (UAT) results are 
documented and maintained with the associated change request. Development and testing are performed 
in an environment that is logically separated from the production environment. Management approves 
changes prior to migration to the production environment and documents those approvals within the 
ticketing system. 
 
Data 
 
Customer data is managed, processed, and stored in accordance with the relevant data protection and 
other regulations, with specific requirements formally established in customer contracts. Customer data is 
captured which is utilized by Passport in delivering its Cloud-based Parking Management system. 
 
Significant Events and Conditions 
 
Passport has implemented automated and manual procedures to capture and address significant event 
and conditions. In addition, detailed monitoring and risk assessment procedures are in place to provide 
management with detailed information that impacts the Cloud-based Parking Management system. Please 
see the procedures, monitoring, and risk assessment procedures described in the relevant sections of this 
report for further details.  
 
Preparation and Delivery of Reports and Data 
 
Passport utilizes the services and procedures described above to capture, prepare, and deliver reports and 
other information (described in the data section above) to user entities and other parties. 

Communication Systems 

Communication is an integral component of Passport’s internal control system. It is the process of 
identifying, capturing, and exchanging information in the form and time frame necessary to conduct, 
manage, and control the entity’s operations. This process encompasses the primary classes of transactions 
of the organization, including the dependence on, and complexity of, information technology. At Passport, 
information is identified, captured, processed, and reported by various information systems, as well as 
through conversations with clients, vendors, regulators, and employees.  
 
Upper management is involved with day-to-day operations and is able to provide personnel with an 
understanding of their individual roles and responsibilities pertaining to internal controls. This includes the 
extent to which personnel understand how their activities relate to the work of others and the means of 
reporting exceptions to a higher level within Passport. Management believes that open communication 
channels help ensure that exceptions are reported and acted on. For that reason, formal communication 
tools such as organizational charts, employee handbooks, training classes and job descriptions are in place 
at Passport. Management’s communication activities are made electronically, verbally, and through the 
actions of management. 
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COMPLEMENTARY USER ENTITY CONTROLS 

Passport's services are designed with the assumption that certain controls will be implemented by user 
entities. Such controls are called complementary user entity controls. It is not feasible for all of the control 
objectives related to Passport's services to be solely achieved by Passport control procedures. Accordingly, 
user entities, in conjunction with the services should establish their own internal controls or procedures to 
complement those of Passport.  
 
The following complementary user entity controls should be implemented by user entities to provide 
additional assurance that the control objectives described within this report are met. As these items 
represent on y a part of the control considerations that might be pertinent at the user entities' locations user 
entities' auditors should exercise judgment in selecting and reviewing these complementary user entity 
controls.  
 

1. User entities are responsible for maintaining authorized user access to the Passport application and 
periodically reviewing and updating these users.  

2. User entities are responsible for removing user access to the Passport application when terminating an 
employee.  

3. User entities are responsible for using strong password and access codes to access all systems, 
including, but not limited to the Passport application.  

4. User entities are responsible for appropriate design and implementation of security architecture for 
equipment including firewalls: switch, and router configuration accessing the Passport application. 

5. User entities are responsible for having authorized personnel available to report issues and resolve them 
with Passport personnel.  

6. User entities are responsible for immediately notifying Passport of any actual or suspected information 
security breaches, including compromised user accounts.  

7. User entities are responsible for developing their own disaster recovery and business continuity plans 
that address their inability to access or utilize Passports services.  

8. User entities are responsible for reconciling dally transactions and operator reports back to funds 
deposited within their accounts.  

9. User entities are responsible for the accurate setup of service fees after the initial setup of the account.  

10. User entities are responsible for complying all laws and regulations with respect to security, availability, 
maintainability, and integrity.  

11. User entities are responsible for understanding and complying with the terms of service and their 
contractual obligations to Passport.  
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SECTION 4 
 

TESTING OF CONTROL OBJECTIVES AND RELATED 
CONTROL ACTIVITIES PROVIDED BY THE SERVICE AUDITOR 
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GUIDANCE REGARDING INFORMATION PROVIDED BY THE SERVICE AUDITOR  

A-lign’s examination of the controls of Passport was limited to the control objectives and related control 
activities specified by the management of Passport and did not encompass all aspects of Passport’s 
operations or operations at user organizations.  Our examination was performed in accordance with 
American Institute of Certified Public Accountants (AICPA) Statement on Standards for Attestation 
Engagements No. 16 (SSAE 16).   
 
Our examination of the control activities were performed using the following testing methods: 
 

TEST DESCRIPTION 

Inquiry The service auditor made inquiries of service organization personnel.  
Inquiries were made to obtain information and representations from the 
client to determine that the client’s knowledge of the control and 
corroborate policy or procedure information.   

Observation The service auditor observed application of the control activities by client 
personnel. 

Inspection The service auditor inspected among other items, source documents, 
reports, system configurations to determine performance of the specified 
control activity and in some instances the timeliness of the performance of 
control activities.   

Re-performance The service auditor independently executed procedures or controls that 
were originally performed by the service organization as part of the entity’s 
internal control. 

 
In determining whether a SSAE 16 report meets the user auditor’s objectives, the user auditor should 
perform the following procedures: 

 Understand the aspects of the service organization’s controls that may affect the processing of the 
user organization’s transactions; 

 Understand the flow of significant transactions through the service organization; 

 Determine whether the control objectives are relevant to the user organization’s financial statement 
assertions; 

 Determine whether the service organization’s controls are suitably designed to prevent or detect 
processing errors that could result in material misstatements in the user organization’s financial 
statements and determine whether they have been implemented. 
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CONTROL AREA 1 INFORMATION SECURITY 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that system information, once entered into the system, is 
protected from unauthorized or unintentional use, modification, addition or deletion. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

1.1 Formal information security policies and procedures 
are in place and communicated to all users with 
access to the systems. 

Inspected information security policies and procedures 
to determine that formal information security policies 
and procedures were in place. 

No exceptions noted.  

    
  Inspected the training materials and training attendance 

form to determine that periodic education and training 
was provided to the users related to the company 
policies and procedures. 

No exceptions noted. 

    
  Inspected completed Acknowledgement forms for a 

sample of new hired during the audit period to 
determine that formal information security policies and 
procedures were communicated to all the users with 
access to the systems. 

No exceptions noted. 

    
1.2 SSH access is executed via public key authentication, 

enabling the avoidance of using shared passwords 
and allows Passport to restrict access to only users 
with private keys. 

Inspected SSH access via public key authentication 
configuration to determine that individual authentication 
through passwords was enforced.  

No exceptions noted.  

   

 Inspected the user directory to determine that 
authentication was restricted to authorized users. 

No exceptions noted. 

    
1.3 Administrator access is restricted to authorized user 

accounts and in line with their job function. 
Inspected a list of administrators to determine that 
administrator access was restricted to authorized user 
accounts and in line with their job function. 

No exceptions noted. 

    
  Inspected the authorized user list to determine that 

users had appropriate access to the database based on 
the job responsibilities. 

No exceptions noted. 

    
1.4 Users are required to authenticate via a user account 

and password before being granted access to the 
system. 

Observed the log-on process to determine that users 
were required to authenticate via a user account and 
password before being granted access to the system. 

No exceptions noted. 

    

  

MOT 2017-7405 Page 169 of 180



 

Proprietary and Confidential 20 

 

CONTROL AREA 1 INFORMATION SECURITY 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that system information, once entered into the system, is 
protected from unauthorized or unintentional use, modification, addition or deletion. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

  Inspected the SSH key user authentication to determine 
that users were required to authenticate via a user 
account and password before being granted access to 
the system. 

No exceptions noted.  

    
1.5 Access to system requires a documented approval by 

authorized parties specifying required privileges. 
Inquired of Brad Powers, Chief Technology Officer 
(CTO) regarding the utilization of the authorization form 
for user access to determine that access to system 
required a documented approval by authorized parties 
specifying required privileges. 

No exceptions noted.  

    
  Inspected New Hire Policy within the Security Policy 

obtained from Brad Powers, Chief Technology Officer 
(CTO) to determine that utilization of an Authorization 
Form for User Access was required for all new hires 
prior to gaining access to the system. 

No exceptions noted. 

    
  Inspected new hire authorization forms for a samples of 

new hires to determine that access to system required a 
documented approval by authorized parties specifying 
required privileges. 

No exceptions noted. 

    
1.6 Access to the system is revoked as a component of 

the termination process. 
Inquired of Brad Powers, Chief Technology Officer 
(CTO) regarding user access revocation to determine 
that access to the system was revoked as a component 
of the termination process. 

No exceptions noted. 

    
  Inspected user access revocation policy and 

procedures within the information policy to determine 
that policy and procedures existed to revoke user’s 
access as a component of the termination process. 

No exceptions noted. 

    

 
  

MOT 2017-7405 Page 170 of 180



 

Proprietary and Confidential 21 

 

CONTROL AREA 1 INFORMATION SECURITY 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that system information, once entered into the system, is 
protected from unauthorized or unintentional use, modification, addition or deletion. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

  Inspected user access revocation confirmation for a 
sample of terminated employees to determine that 
access to the system was revoked as a component of 
the termination process. 

No exceptions noted.  

    
1.7 Anti-virus software is installed on production servers to 

detect and prevent the transmission of data or files 
that contain virus signatures recognized by the anti-
virus software. 

Inspected anti-virus software configuration on a sample 
of production servers to determine that anti-virus 
software was installed on production servers to detect 
and prevent the transmission of data or files that 
contain virus signatures recognized by the anti-virus 
software. 

No exceptions noted.  

    
  Inspected anti-virus update settings for a sample of 

production servers to determine that anti-virus software 
was up to date. 

No exceptions noted. 

    
1.8 Procedures exist to identify, report, and act upon 

system confidentiality and security breaches and other 
incidents. 

Inquired of Brad Powers, Chief Technology Officer 
(CTO) regarding system confidentiality and security to 
determine that procedures existed to identify, report, 
and act upon system confidentiality and security 
breaches and other incidents. 

No exceptions noted. 

    
  Inspected evidence of recurring daily security review 

calendar invitation to determine that procedures existed 
to identify, report, and act upon system confidentiality 
and security breaches and other incidents. 

No exceptions noted. 

    
  Inspected evidence of a daily security review summary 

to determine that procedures exist to identify, report, 
and act upon system confidentiality and security 
breaches and other incidents. 

No exceptions noted. 
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CONTROL AREA 1 INFORMATION SECURITY 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that system information, once entered into the system, is 
protected from unauthorized or unintentional use, modification, addition or deletion. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

1.9 System components and software are protected from 
known vulnerabilities through installation of the latest 
vendor-supplied security patches.  

Inspected configuration of security monitoring software 
to determine that system components and software 
were protected from known vulnerabilities through 
installation of the latest vendor-supplied security 
patches.   

No exceptions noted.  

    
1.10 Firewalls are installed on the Passport Systems and 

applications. Management periodically reviews the 
firewall settings to ensure access is limited 
appropriately. 

Inspected firewall settings for a sample of servers to 
determine that firewalls were installed on the Passport 
Systems and applications.  

No exceptions noted.  

   

 Inspected evidence of management’s review of firewall 
settings to determine firewalls were installed on the 
Passport Systems and applications and that 
management reviewed the firewall settings to ensure 
access was limited appropriately. 

No exceptions noted. 
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CONTROL AREA 2 APPLICATION CHANGE CONTROL 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that unauthorized changes are not made to production 
application systems. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

2.1 Formal application change control policies and 
procedures are in place and communicated to all users 
with access to the systems. 

Inspected application change control policies and 
procedures to determine that formal application change 
control policies and procedures were in place. 

No exceptions noted.  

    
  Inspected the training materials and training attendance 

form to determine that periodic education and training 
was provided to the users related to the application 
change control policies and procedures. 

No exceptions noted. 

    
  Inspected completed Acknowledgement forms for a 

sample of new hired during the audit period to 
determine that formal application change control 
policies and procedures were in place and 
communicated to all users with access to the systems. 

No exceptions noted. 

    
2.2 A change management software is utilized to maintain 

and control infrastructure application changes, and the 
associated reporting and logging functions. 

Inquired the Chief Technology Officer (CTO) Brad 
Powers to determine that a change management 
software was utilized to maintain and control 
infrastructure and application changes, and the 
associated reporting and logging functions.  

No exceptions noted.  

    
  Inspected a sample of change tickets to determine that 

a change management software was utilized to 
maintain and control infrastructure and application 
changes, and the associated reporting and logging 
functions. 

No exceptions noted. 

    
2.3 Documented change request are reviewed and 

prioritized by management based on business needs 
and resource availability, and assigned to personnel 
for action. 

Inquired Chief Technology Officer (CTO) Brad Powers 
to determine documented change requests were 
completed for infrastructure projects and reviewed and 
prioritized by management based on business needs 
and resource availability, and assigned to personnel for 
action. 

No exceptions noted. 
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CONTROL AREA 2 APPLICATION CHANGE CONTROL 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that unauthorized changes are not made to production 
application systems. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

  Inspected a sample of change tickets to determine 
documented change request was completed for 
infrastructure projects and reviewed and prioritized by 
management based on business needs and resource 
availability, and assigned to personnel for action.   

No exceptions noted.  

    
2.4 Development/test environments exist and are separate 

from the production environment. 
Inspected evidence of the development and test 
environments to determine that development/test 
environments exist and were separate from the 
production environment. 

No exceptions noted.  

    
2.5 Application and other infrastructure changes are 

authorized, tested, and approved for implementation 
prior to actual implementation. 
 

Inspected a sample of change tickets to determine that 
application and other infrastructure changes were 
authorized, tested, and approved for implementation 
prior to actual implementation. 

No exceptions noted. 

    
2.6 Access to implement changes to production 

environment is limited to authorized individuals.  
Inspected list of users with access to promote changes 
to production to determine that access to promote 
changes to production was limited to appropriate 
personnel. 

No exceptions noted. 

    
2.7 Production changes are appropriately logged and 

monitored on a daily basis.  
 

Inquired of Chief Technology Officer (CTO) Brad 
Powers regarding the daily review of the system 
monitoring log to determine that changes promoted to 
production were appropriately logged and monitored. 

No exceptions noted. 

    
  Inspected evidence of a daily review of the system 

monitoring log to determine that changes promoted to 
production were appropriately logged and monitored on 
a daily basis. 

No exceptions noted. 
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CONTROL AREA 3 SERVICE FEE IMPLEMENTATION 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that service fees are initially implemented accurately according 
to client instructions. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

3.1 Access to set up service fees are limited to authorized 
personnel. 

Inquired of Chief Technology Officer regarding the user 
access list with authorities to setup service fees to 
determine access was limited to authorized users, 
based on job responsibilities.  

No exceptions noted.  

    
  Inspected user access list with authorities to determine 

that access to set up service fees were limited to 
authorized personnel, based on job responsibilities. 

No exceptions noted. 

    
3.2 An Implementation Checklist is completed as part of 

the initial implementation of service fees for new 
customers. 

Inquired of Chief Technology Officer regarding the new 
customers’ setup to determine the checklist was 
completed, including the accurate setup of service fees 
for new customers’ setup.  

No exceptions noted.  

    
  Inspected new customer implementation checklists for a 

sample of new customer’s setup to determine the 
checklist was completed, including the accurate setup 
of service fees. 

No exceptions noted. 

    
3.3 Customer sign-off of new customer setup, including 

accurate service fees implementation, is received prior 
to customer account go-live. 

Inquired of Chief Technology Officer regarding the new 
customers’ setup to determine that customers reviewed 
and approved the account setup prior to the account 
go-live. 

No exceptions noted. 

    
  Inspected customer sign-offs within the new customer 

implementation checklist for a sample of new 
customers’ setup to determine that customers reviewed 
and approved the account setup prior to the account 
go-live. 

No exceptions noted. 
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CONTROL AREA 4 WALLET LOADING 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that parker wallets are loaded accurately and timely. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

4.1 Parker wallets are automatically and accurately loaded 
to the system. 

Inquired of Chief Technology Officer (CTO) regarding 
parker wallets to determine that parker wallets were 
automatically and accurately loaded to the system.  

No exceptions noted.  

    
  Inspected a sample of wallet loading transactions to 

determine that parker wallets were automatically and 
accurately loaded to the system. 

No exceptions noted. 

    
4.2 Notification of parker charges are communicated to the 

parker prior to the transaction processing. 
Inspected system configuration from the production 
system to determine that the system was configured to 
notify charges to the parker prior to transaction 
processing. 

No exceptions noted.  

    
  Inspected a sample of parker charge notification 

obtained from Chief Technology Officer (CTO), to 
determine that notification of parker charges were 
communicated to the parker prior to transaction 
processing. 

No exceptions noted. 

    
  Inspected a sample of parker charge notifications to 

determine that notification of wallet updating was 
communicated to the parker prior to being charged. 

No exceptions noted. 

    
4.3 Access to make changes to parker wallets is limited to 

authorized personnel. 
Inspected administrative accounts with authorities to 
make changes to parker wallets to determine that 
access to make changes to the parker wallets was 
limited to authorized personnel. 

No exceptions noted. 
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CONTROL AREA 5 TRANSACTION PROCESSING 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that transactions are updated accurately in parker wallets. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

5.1 An implementation checklist is maintained for each 
new customer setup.  As part of the customer setup, 
test transactions are processed to ensure customer 
wallets are loaded accurately.  Customers confirm 
transactions have been processed in the wallet 
accurately.   

Inquired of Chief Technology Officer (CTO) regarding 
the new customer setup process to determine that an 
implementation checklist was maintained for each new 
customer setup.  As part of the customer setup, test 
transactions were processed to ensure customer 
wallets were loaded accurately.  Customers confirmed 
transactions had been processed in the wallet 
accurately.   

No exceptions noted.  

    
  Inspected new customer implementation checklists for a 

sample of new customers’ to determine the checklist 
was maintained for each new customer setup and that 
test transactions were processed to ensure customer 
wallets were loaded accurately. Customers confirmed 
transactions had been processed in the wallet 
accurately. 

No exceptions noted. 

    
5.2 Errors in transaction processing are recorded real 

time.  A review of any errors is performed on a daily 
basis by the Technology team.  Errors are reviewed 
and resolved. 

Inspected a daily error log to determine that errors in 
transaction processing were reviewed and resolved 
throughout the day. 

No exceptions noted.  

   

 Inspected a sample of error log/resolution tickets to 
determine that errors in transaction were recorded, 
reviewed and resolved timely. 

No exceptions noted. 

    
5.3 Access to make changes to the parker wallets is 

limited to authorized personnel. 
Inspected the user access listing for those users with 
authorities to make changes to parker wallets to 
determine that access to make changes to the parker 
wallets was limited to authorized personnel. 

No exceptions noted. 
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CONTROL AREA 5 TRANSACTION PROCESSING 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that transactions are updated accurately in parker wallets. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

5.4 Parker wallets changes follow the Passport change 
management process. 

Inquired of the Chief Technology Officer (CTO) 
regarding the parker wallets changes to determine that 
parker wallets changes followed Passport change 
management process. 

No exceptions noted.  

    
  Inspected a sample of parker wallets changes to 

determine that parker wallets changes followed 
Passport change management process. 

No exceptions noted. 
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CONTROL AREA 6 OPERATOR REPORTING 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that operator reports reflect parker activity and financial 
transactions. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

6.1 An implementation checklist is maintained for each 
new customer setup.  Customers confirm operator 
reports reflect accurate parker activity and financial 
transactions.   

Inquired of Chief Technology Officer regarding the new 
customers’ setup to determine that the checklist was 
maintained for customer setup and that report was 
confirmed by the customers to reflect the accurate 
parker activity and the financial transactions.  
 

No exceptions noted.  

  Inspected the new customer implementation checklist 
for a sample of new customers to determine the 
checklist was maintained for each new customer setup 
and that it was part of the customer setup process. 
 

No exceptions noted. 

  Inspected the implementation checklist for a sample of 
new customers’ setup to determine that new customers 
confirmed operator reports reflected accurate parker 
activity and financial transactions. 

No exceptions noted. 

    
6.2 Errors in reporting are researched and resolved by the 

Passport Support team.   
Inspected a sample of error log/resolution tickets to 
determine that errors in reporting were recorded, 
reviewed and resolved timely.  
 

No exceptions noted.  

6.3 Access to make changes to the operator reports is 
limited to appropriate personnel. 

Inquired of the Chief Technology Officer (CTO) 
regarding privileged users’ access necessary to make 
changes to the operator reports to determine that 
access to make changes to the operator reports was 
limited to appropriate personnel. 

No exceptions noted. 

    
  Inspected user access accounts with authorities to 

make changes to operator wallets to determine that 
access to make changes to the operator wallets was 
limited to authorized personnel. 

No exceptions noted. 

    

 

MOT 2017-7405 Page 179 of 180



 

Proprietary and Confidential 30 

 

 

CONTROL AREA 6 OPERATOR REPORTING 

Control Objective Specified 
by the Service Organization: 

Control activities provide reasonable assurance that operator reports reflect parker activity and financial 
transactions. 

 

Control 
Point 

Control Activity Specified by the  
Service Organization 

Test Applied by the Service Auditor Test Results 

6.4 Operator reports changes follow the Passport change 
management process.  

Inquired of the Chief Technology Officer (CTO) 
regarding the operator reports changes to determine 
that operator reports changes followed the Passport 
change management process. 

No exceptions noted.  

    
  Inspected a sample of operator reports changes to 

determine that operator reports changes followed the 
Passport change management process. 

No exceptions noted. 
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